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Summary

The input-output mappings learned by state-of-the-art neural networks are significantly discontinuous. It is
possible to cause a neural network used for image recognition to misclassify its input by applying very spe-
cific, hardly perceptible perturbations to the input, called adversarial perturbations. Many hypotheses have
been proposed to explain the existence of these peculiar samples as well as several methods to mitigate
them, but a proven explanation remains elusive. In this work, we take steps towards a formal characteriz-
ation of adversarial perturbations by deriving lower bounds on the magnitudes of perturbations necessary
to change the classification of neural networks. The proposed bounds can be computed efficiently, requiring
time at most linear in the number of parameters and hyperparameters of the model for any given sample.
This makes them suitable for use in model selection, when one wishes to find out which of several proposed
classifiers is most robust to adversarial perturbations. They may also be used as a basis for developing tech-
niques to increase the robustness of classifiers, since they enjoy the theoretical guarantee that no adversarial
perturbation could possibly be any smaller than the quantities provided by the bounds. We experimentally
verify the bounds on several data sets and neural network architectures, including Multi-Layer Perceptrons
trained on Iris, Wine and Spambase as well as Convolutional Neural Networks trained on the MNIST and
CIFAR-10 data sets. We find no violations in any of our tests. Additionally, the theoretical analysis suggests
that the robustness of a neural network may significantly increase if one manages to slightly increase the
robustness of its individual layers. Moreover, this effect appears to scale exponentially with the number of
layers. We also construct variants of the Convolutional Neural Networks used in our tests which include
Local Response Normalization layers at various points, and find that the robustness increases as one adds
more normalization layers to the model while the accuracy remains about the same. Thus, the addition of
normalization layers appears to be a viable strategy for increasing robustness.
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Abstract

The input-output mappings learned by state-of-the-
art neural networks are significantly discontinuous.
It is possible to cause a neural network used for im-
age recognition to misclassify its input by applying
very specific, hardly perceptible perturbations to the
input, called adversarial perturbations. Many hypo-
theses have been proposed to explain the existence
of these peculiar samples as well as several methods
to mitigate them, but a proven explanation remains
elusive. In this work, we take steps towards a formal
characterization of adversarial perturbations by de-
riving lower bounds on the magnitudes of perturba-
tions necessary to change the classification of neural
networks. The proposed bounds can be computed
efficiently, requiring time at most linear in the num-
ber of parameters and hyperparameters of the model
for any given sample. We experimentally verify the
bounds on the MNIST and CIFAR-10 data sets and
find no violations. Additionally, the theoretical ana-
lysis suggests that the robustness of a neural net-
work may significantly increase if one manages to
slightly increase the robustness of its individual lay-
ers. Moreover, this effect appears to scale up expo-
nentially with the number of layers. We construct
variants of the Convolutional Neural Networks used
in our tests which include Local Response Normal-
ization layers at various points, and find that the ro-
bustness increases as one adds more normalization
layers to the model while the accuracy remains ap-
proximately the same. The addition of normaliza-
tion layers thus seems to be a viable technique for
increasing robustness without sacrificing too much
accuracy.

Keywords: machine learning, adversarial per-
turbations, neural networks, robustness

1 Introduction

Despite their big successes in various AI tasks,
neural networks are basically black boxes: there is
no clear fundamental explanation how they are able
to outperform the more classical approaches. This
has led to the identification of several unexpected
and counter-intuitive properties of neural networks.
In particular, Szegedy et al. 2013 discovered that the
input-output mappings learned by state-of-the-art
neural networks are significantly discontinuous. It
is possible to cause a neural network used for im-
age recognition to misclassify its input by applying
a very specific, hardly perceptible perturbation to
the input. Szegedy et al. 2013 call these perturba-
tions adversarial perturbations, and the inputs result-
ing from applying them to natural samples are called
adversarial examples.

In this work, we hope to shed more light on the
nature and cause of adversarial examples by deriv-
ing lower bounds on the magnitudes of perturba-
tions necessary to change the classification of neural
network classifiers. Such lower bounds are indis-
pensable for developing rigorous methods that in-
crease the robustness of classifiers without sacri-
ficing accuracy. Since the bounds enjoy the the-
oretical guarantee that no adversarial perturbation
could ever be any smaller, a method which increases
these lower bounds potentially makes the classifier
more robust. They may also aid model selection: if
the bounds can be computed efficiently, then one can
use them to compare different models with respect
to their robustness to adversarial perturbations and
select the model that scores the highest in this regard
without the need for extensive empirical tests.

2 Related work

Goodfellow et al. 2015 introduce their widely accep-
ted linearity hypothesis, which conjectures that the ex-
istence of adversarial perturbations is due to highly
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linear behavior in modern neural networks. Since
these models are so deep, linear behavior can cause
small perturbations in the input to “snowball” into
high perturbations of the output. Goodfellow et
al. 2015 also discovered that adversarial examples
generalize across different models. A specific ad-
versarial example that was designed to fool a cer-
tain model A will often also fool a different model
B. This happens with high probability even if both
models have different architectures or are trained on
different data sets.

Little formal investigation has been done into
the nature of adversarial perturbations, however.
Hence, it may still be possible to generate ad-
versarial examples for classifiers using techniques
which defy the proposed hypotheses. As such,
there is a need to formally characterize the cause
of adversarial examples. Fawzi et al. 2016 take a
step in this direction by deriving precise bounds
on the norms of adversarial perturbations of arbit-
rary classifiers in terms of the curvature of the de-
cision boundary. Their analysis encourages to im-
pose geometric constraints on this curvature in or-
der to improve robustness. However, it is not ob-
vious how such constraints relate to the parameters
of the models and hence how one would best im-
plement such constraints in practice. In this work,
we derive lower bounds on the robustness of neural
networks directly in terms of their model paramet-
ers. We consider only feedforward networks com-
prised of convolutional layers, pooling layers, fully-
connected layers, softmax layers, Batch Normaliza-
tion layers and Local Response Normalization lay-
ers.

3 Theoretical framework

In the following, ‖·‖ denotes the Euclidean norm
and ‖·‖F denotes the Frobenius norm. We assume
we want to train a classifier f : Rd → {1, . . . , C}
to correctly assign one of C different classes to in-
put vectors x from a d-dimensional Euclidean space.
Let µ denote the probability measure on Rd and let
f? be an oracle that always returns the correct label
for any input. The distribution µ is assumed to be
of bounded support, i.e. Px∼µ(x ∈ X ) = 1 with
X = {x ∈ Rd | ‖x‖ ≤M} for some M > 0.

Formally, adversarial perturbations are defined
relative to a classifier f and an input x. A perturb-
ation η is called an adversarial perturbation of x for
f if f(x + η) 6= f(x) while f?(x + η) = f?(x).

An adversarial perturbation η is called minimal if no
other adversarial perturbation ξ for x and f satisfies
‖ξ‖ < ‖η‖. In this work, we will focus on minimal
adversarial perturbations.

The robustness of a classifier f is defined as the ex-
pected norm of the smallest perturbation necessary
to change the classification of an arbitrary input x
sampled from µ:

ρadv(f) = Ex∼µ[∆adv(x; f)],

where

∆adv(x; f) = min
η∈Rd
{‖η‖ | f(x+ η) 6= f(x)}.

A multi-index is a tuple of non-negative integers,
generally denoted by Greek letters such as α and β.
For a multi-index α = (α1, . . . , αm) and a function f
we define

|α| = α1 + · · ·+ αn, ∂αf =
∂|α|f

∂xα1
1 . . . ∂xαn

n
.

The Jacobian matrix of a function f : Rn → Rm :
x 7→ [f1(x), . . . , fm(x)]T is defined as

∂

∂x
f =




∂f1
∂x1

. . . ∂f1
∂xn

...
. . .

...
∂fm
∂x1

. . . ∂fm
∂xn


 .

3.1 Families of classifiers

A linear classifier is a classifier f of the form

f(x) = arg max
i=1,...,C

wi · x+ bi.

The vectors wi are called weights and the scalars bi
are called biases.

A Multi-Layer Perceptron (MLP) is a classifier given
by

f(x) = arg max
i=1,...,C

softmax(hL(x))i,

hL(x) = gL(VLhL−1(x) + bL),

...
h1(x) = g1(V1x+ b1).

An MLP is nothing more than a series of linear trans-
formations Vlhl−1(x)+bl followed by non-linear ac-
tivation functions gl. Here, softmax is the softmax
function:

softmax(y)i =
exp(wi · y + bi)∑
j exp(wj · y + bj)

.
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This function is a popular choice as the final layer for
an MLP used for classification, but it is by no means
the only possibility. Note that having a softmax as
the final layer essentially turns the network into a
linear classifier of the output of its penultimate layer,
hL(x).

A Convolutional Neural Network (CNN) is a neural
network that uses at least one convolution opera-
tion. For an input tensor X ∈ Rc×d×d and a kernel
tensor W ∈ Rk×c×q×q , the discrete convolution of X
and W is given by

(X ?W)ijk =
c∑

n=1

q∑

m=1

q∑

l=1

wi,n,m,lxn,m+s(q−1),l+s(q−1).

Here, s is the stride of the convolution. The output of
such a layer is a 3D tensor of size k× t× t where t =
d−q
s + 1. After the convolution operation, usually a

bias b ∈ Rk is added to each of the feature maps. The
different components (W ?X)i constitute the feature
maps of this convolutional layer. In a slight abuse
of notation, we will write W ? X + b to signify the
tensor W ? X where each of the k feature maps has
its respective bias added in:

(W ? X + b)ijk = (W ? X)ijk + bi.

CNNs also often employ pooling layers, which per-
form a sort of dimensionality reduction. If we write
the output of a pooling layer as Z(X), then we have

zijk(X) = p({xi,n+s(j−1),m+s(k−1) | 1 ≤ n,m ≤ q}).

Here, p is the pooling operation, s is the stride and q
is a parameter. The output tensor Z(X) has dimen-
sions c× t× t. For ease of notation, we assume each
pooling operation has an associated function I such
that

zijk(X) = p({xinm | (n,m) ∈ I(j, k)}).

In the literature, the set I(j, k) is referred to as the
receptive field of the pooling layer. Each receptive
field corresponds to some q × q region in the input
X. Common pooling operations include taking the
maximum of all inputs, averaging the inputs and
taking an Lp norm of the inputs.

4 Lower bounds on classifier ro-
bustness

Comparing the architectures of several practical
CNNs, it would seem the only useful approach is a

“modular” one. If we succeed in lower-bounding
the robustness of some layer given the robustness
of the next layer, we can work our way backwards
through the network, starting at the output layer
and going backwards until we reach the input layer.
That way, our approach can be applied to any feed-
forward neural network as long as the robustness
bounds of the different layer types have been estab-
lished. The obvious downside of this idea is that we
most likely introduce cumulative approximation er-
rors which increase as the number of layers of the
network increases. In turn, however, we get a flex-
ible and efficient framework which can handle any
feedforward architecture composed of known layer
types.

4.1 Softmax output layers

We now want to find the smallest perturbation r to
the input x of a softmax layer such that f(x + r) 6=
f(x). It can be proven that any such perturbation
satisfies

‖r‖ ≥ min
c′ 6=c
|(wc′ −wc) · x+ bc′ − bc|

‖wc′ −wc‖
,

where f(x) = c. Moreover, there exist classifiers for
which this bound is tight.

4.2 Fully-connected layers

To analyze the robustness of fully-connected layers
to adversarial perturbations, we assume the next
layer has a robustness of κ (this will usually be the
softmax output layer, however there exist CNNs
which employ fully-connected layers in other loca-
tions than just at the end). We then want to find a
perturbation r such that

‖hL(x+ r)‖ = ‖hL(x)‖+ κ.

We find

Theorem 1. Let hL : Rd → Rn be twice differentiable
with second-order derivatives bounded by M . Then for
any x ∈ Rd,

‖r‖ ≥

√
‖J(x)‖2 + 2M

√
nκ− ‖J(x)‖

M
√
n

, (1)

where J(x) is the Jacobian matrix of hL at x.
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One can check that the assumptions on hL are
usually satisfied in practice. There also exists an ef-
ficient algorithm for approximating M , a task which
otherwise might involve a prohibitively expensive
optimization problem.

4.3 Convolutional layers

The next layer of the network is assumed to have
a robustness bound of κ, in the sense that any ad-
versarial perturbation Q to X must satisfy ‖Q‖F ≥ κ.
We can now attempt to bound the norm of a perturb-
ation R to X such that

‖ReLU(W ? (X + R) + b)‖F = ‖ReLU(W ? X + b)‖F + κ.

We find

Theorem 2. Consider a convolutional layer with filter
tensor W ∈ Rk×c×q×q and stride s whose input consists
of a 3D tensor X ∈ Rc×d×d. Suppose the next layer has a
robustness bound of κ, then any adversarial perturbation
to the input of this layer must satisfy

‖R‖F ≥
κ

‖W‖F
. (2)

4.4 Pooling layers

To facilitate the analysis of the pooling layers, we
make the following assumption which is satisfied by
the most common pooling operations:

Assumption 3. The pooling operation satisfies

zijk(X + R) ≤ zijk(X) + zijk(R).

We have

Theorem 4. Consider a pooling layer whose operation
satisfies Assumption 3. Let the input be of size c× d× d
and the receptive field of size q × q. Let the output be of
size c × t × t. If the robustness bound of the next layer
is κ, then the following bounds hold for any adversarial
perturbation R:

• MAX or average pooling:

‖R‖F ≥
κ

t
. (3)

• Lp pooling:

‖R‖F ≥
κ

tq2/p
. (4)

4.5 Batch Normalization layers

Batch Normalization (Ioffe et al. 2015) computes

BN(x)j = γj
xj − E[xj ]√
Var[xj ] + ε

+ βj .

Here, γj and βj are learnable parameters and ε > 0
is a parameter for numerical stability. We find

Theorem 5. Any adversarial perturbation r to the input
x of a BN layer must satisfy

‖r‖ ≥ max
j
δj , (5)

where

δj = min{|ρ1,j |, |ρ2,j |},

ρ1,j = −

√
φ2
jχ

2
j + 4φjγjψ + φjχj

2φjγj
,

ρ2,j =

√
φ2
jχ

2
j + 4φjγjψ − φjχj

2φjγj
,

φj =
γj

Var[xj ] + ε
,

χj = 2γj(xj − E[xj ]) + 2βj

√
Var[xj ] + ε,

ψ =
2κ ‖BN(x)‖+ κ2

d
,

and γj , βj are the learnable parameters.

4.6 Local Response Normalization layers

Local Response Normalization (LRN), introduced
by Krizhevsky et al. 2012, computes a response-
normalized activity bixy given by the expression

bixy = aixy


k + α

min(N−1,i+n/2)∑

l=max(0,i−n/2)

a2
lxy



−β

,

where N is the total number of kernels in the layer
and the sum runs over n “adjacent” kernel maps at
the same spatial position. The constants k, n, α, β are
hyperparameters of the LRN.

For an input tensor X ∈ Rc×d×d, the result of ap-
plying LRN to X is written as LRN(X). We find

Theorem 6. Consider an LRN layer where the robust-
ness of the next layer is given by κ. Any adversarial per-
turbation R to the input X of this layer must satisfy

‖R‖F ≥ max
a∈∆

λa, (6)
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where

λa =

√
‖∇LRN(X)a‖2 − 2Maδa − ‖∇LRN(X)a‖

Ma
,

∆ = {(i, x, y) | δixy < 0},

δixy = |LRN(X)ixy| −
‖LRN(X)‖F + κ√

d
.

Again, an efficient method for computing Ma is
given to avoid expensive optimization.

5 Experimental results

We tested the theoretical bounds on the MNIST and
CIFAR-10 test sets using the Caffe (Jia et al. 2014) im-
plementation of LeNet-5 (LeCun et al. 1998) as well
as its built-in network for CIFAR-10, which we will
call CIFAR-NIN.

Because our method only computes norms and
does not provide a way to generate actual ad-
versarial perturbations, we used the fast gradient
sign method (FGS, Goodfellow et al. 2015) to ad-
versarially perturb each sample in the test sets in or-
der to assess the tightness of our theoretical bounds.

Table 1 shows theoretical and empirical bounds on
the Frobenius norms of adversarial perturbations for
LeNet-5 and CIFAR-NIN. These bounds were com-
puted by averaging over all samples in their respect-
ive test sets (MNIST for LeNet-5 and CIFAR-10 for
CIFAR-NIN) and then normalized by dividing by
the number of pixels in the input (i.e. 28 × 28 for
LeNet and 3 × 32 × 32 for CIFAR-NIN). The table
also shows the percentage of samples we were able
to adversarially perturb using FGS.

6 Improving the robustness

Consider a network consisting solely of convolu-
tional and pooling layers. Suppose each layer has an
original robustness of κ, but we succeed in increas-
ing the robustness of layer i by a quantity δ. For sim-
plicity, we assume this increase is the same in each
layer. Restricting our attention to the convolutional
and pooling layers, we find

κ′1
κ1

= 1 + δ

L∑

l=1

1

κl
. (7)

Here, κi is the robustness of layer i of the original
network and κ′1 is the robustness of the modified
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Figure 1: The relative increase in theoretical robust-
ness of a CNN as a function of the number of lay-
ers, where one increases the robustness of each indi-
vidual layer by δ = 0.1 and the output layer has a
robustness of 2. It is assumed that κl = 0.01κl+1 for
all l < L.

network. If we assume κi = ακi+1 for all i < L and
α 6= 1, then κi = αL−iκL and

κ′1
κ1

= 1 +
δ(1− α−L)

κL(1− α−1)
.

This relationship is linear in δ but exponential in L
as long as 0 < α < 1. Figure 1 shows a plot of the
relative increase in theoretical robustness as a func-
tion of the number of layers for α = 0.01, δ = 0.1
and κL = 2. For α > 1, the robustness can still be in-
creased, but the effect will saturate at a certain num-
ber of layers. The relative increase at this saturation
point is given by

lim
L→∞

1 +
δ(1− α−L)

κL(1− α−1)
= 1 +

δ

κL(1− α−1)
.

We conclude that it is possible to significantly in-
crease the robustness of a neural network by only
slightly increasing the robustness of its individual
layers. Moreover, this effect grows exponentially in
the number of layers. Thus, although the linearity
hypothesis indicates that deeper networks are more
vulnerable to adversarial perturbations, our analysis
suggests that it is actually easier to increase the ro-
bustness of a deep network than the robustness of a
shallow one.
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Network Normalized theoretical bound Normalized empirical bound Rate

LeNet-5 7.274294e−8 0.9334476 99.94%
CIFAR-NIN 1.579417e−17 0.3129927 93.04%

Table 1: Theoretical and empirical robustness bounds on different convolutional networks

6.1 Experimental results

In this section, we explore the effect of adding Local
Response Normalization layers on the robustness of
LeNet-5. Specifically, we create three variants of the
original LeNet-5:

• LeNet-LRN1. This is LeNet-5 with a single LRN
layer after the first pooling operation.

• LeNet-LRN2. This is LeNet-5 with a single LRN
layer after the second pooling operation.

• LeNet-LRN3. This is LeNet-5 with two LRN
layers, one after each pooling operation.

The results are summarized in Table 2. From these
results, we can conclude that the introduction of
LRN layers into the network can indeed lower the
adversarial error rate as well as increase the robust-
ness of the network. However, the precise location of
the LRN layers plays an important role. Specifically,
the results seem to indicate that LRN layers placed
farther towards the end of the network have a di-
minished effect on robustness and may even cause
the robustness to decrease. LeNet-LRN1 and LeNet-
LRN3 have a significantly larger minimal perturb-
ation, though, and all networks have a lower ad-
versarial error rate than the original LeNet-5. The
accuracy also does not seem to have suffered much
from these modifications, suggesting that normal-
ization layers (LRN, BN or otherwise) are a viable
technique for increasing robustness without sacri-
ficing accuracy. On the other hand, the diminish-
ing returns suggested by the theoretical analysis ap-
pear to hold in this case: the first LRN layer in
LeNet-LRN1 increases the minimal ε from 0.00065
to 0.00756. The addition of the second LRN layer in
LeNet-LRN3 yields a minimal ε of 0.00869, which is
a much smaller increase than we obtained using the
first layer.

7 Conclusion and future work

In this work, we have attempted to characterize the
precise nature and cause of adversarial perturba-

tions. This was done by deriving lower bounds on
the magnitude of the minimal perturbations neces-
sary to change the classification of a given classi-
fier. Whereas other related works such as Fawzi
et al. 2016 do this by considering general classifiers
f : Rd → {1, . . . , C}, here we have focused our at-
tention on specific families of classifiers and attemp-
ted to relate their robustness directly to their model
parameters and hyperparameters. We studied lin-
ear classifiers, Multi-Layer Perceptrons (MLPs) and
Convolutional Neural Networks (CNNs). Due to the
broad range of architectures used in modern CNNs,
the analysis for these networks was performed in a
modular manner: we considered each layer in isola-
tion and derived lower bounds on the robustness of
a layer given only the robustness of the next layer.
We empirically verified the theoretical bounds on
every family of classifiers and found no violations.
The results of our analysis seem to suggest that it
is possible to significantly increase the robustness of
a neural network by slight increments in the robust-
ness of its individual layers, and this effect grows ex-
ponentially with the number of layers. Furthermore,
we find that the introduction of normalization layers
has a positive effect on robustness without sacrifi-
cing accuracy.

The proposed bounds can be computed efficiently,
requiring an amount of operations that grows lin-
early with the number of model parameters and hy-
perparameters. This makes them useful for several
applications, such as model selection and construct-
ing techniques for improving robustness.

The theoretical analysis in this work was limited
to linear classifiers, Multi-Layer Perceptrons with
softmax output layers and Convolutional Neural
Networks consisting of convolutional layers, pool-
ing layers, Batch Normalization layers and Local Re-
sponse Normalization layers. The most obvious av-
enue for future work is to extend this analysis to
other types of layers as well as other architectures,
such as recurrent networks.

Another avenue is to fine-tune the bounds so
that they deviate less from the actual perturbations
found by methods such as FGS, since the bounds

6



Network Accuracy Min Max Mean Median Std Rate

LeNet-LRN1 98.76% 0.00756 99.71930 25.31045 21.88714 17.30748 98.36%
LeNet-LRN2 98.48% 0.00011 99.87615 24.92861 19.62794 20.60854 95.52%
LeNet-LRN3 98.94% 0.00869 99.95050 25.76302 20.96658 18.83517 96.94%

Table 2: Summary of ε values for the LeNet-LRN networks

proposed here do not appear to be very tight. There
are also no error estimates given for the proposed
theoretical bounds. Quantifying how much the
bounds can deviate from the actual perturbations
could improve the estimates and make the bounds
tighter.

Formally characterizing the relationship between
accuracy and robustness is a question we definitely
also want to explore further. We expect that the ro-
bustness of a classifier can be increased without loss
of accuracy (or even with an increase in accuracy) up
to a point where the robustness equals that of the or-
acle f?; increasing the robustness beyond this point
should cause the accuracy to decrease as the classi-
fier becomes too insensitive to changes.

Finally, we think it would also be worthwhile to
study the trade-off between neural network depth
and breadth. It is strongly suspected that deeper net-
works can be exponentially more efficient than shal-
low ones, but the precise effect of increasing depth
vs. increasing breadth on the robustness has not
been studied yet to our knowledge.
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Chapter 1

Introduction

Historically, computers have had the reputation of being able to solve problems that can be described by
formal, mathematical rules, but being unable to (or at least very ineffective at) solving tasks which do not
admit a concise formal description. Computers can, for example, flawlessly perform arithmetical operations
on large numbers in a matter of milliseconds, whereas those same operations would take a human being
several hours or even days (if completed at all). On the other hand, tasks which humans perform nearly
instantaneously can prove very difficult for machines to carry out, such as recognizing objects in pictures
or translating one language into another. The crucial distinction between these two categories of tasks
appears to be context. One does not need much knowledge about the outside world in order to play a good
game of chess, but in order to translate a sentence from Russian to English, for instance, a great deal of
contextual knowledge may be needed. The field of Artificial Intelligence (AI) was born out of the desire
to make machines be as proficient at such “fuzzy”, informal tasks as they are at formal, mathematically
precise tasks. Early results in the 1950s and 1960s were achieved mainly on contrived, toy problems which
often required the manual specification of the complete set of background information necessary for finding
the solution. Examples of such results include SHRDLU (Winograd 1972) and the General Problem Solver
(GPS, Newell et al. 1959). Though initially viewed as promising, these approaches quickly break down
when the amount of necessary contextual information increases to realistic proportions, usually because
it becomes infeasible to encode all the information in the formal language understood by the system or
because the problem simply becomes too large for any conceivable machine to handle efficiently.

Since the late 1990s and early 2000s, a sort of paradigm shift has taken place in AI which paved the
way for the considerable successes the field has enjoyed in recent years. Whereas the emphasis used to lie
on what algorithm to apply to solve a given AI problem, nowadays researchers are more concerned with
what data to use. The algorithmic considerations, though still important, have taken a back seat thanks to
the availability of very large data sets like ImageNet (Deng et al. 2009), which is a hierarchical database
containing over ten million annotated color images; or the Human Genome Project which maintains a data
set of billions of base pairs of genomic sequences (Collins et al. 2003). These large data sets fueled the
development of a subfield of AI called Machine Learning (ML). The core idea underpinning the field of ML
is to design statistical models which can be “trained” to automatically extract useful features from input
data, and to use those features to solve AI problems such as object recognition or machine translation.
It is now no longer strictly required to manually encode the relevant contextual information into the AI
program before it can begin to solve the problem at hand. Instead, ML models “learn” by themselves what
information to extract from their data sets in order to best solve the given problem. The success of this
approach is heavily predicated on the availability of a sufficient amount of data (usually far in excess of
what an average human being would need for the same task), as well as the ability to actually process it
in a reasonably efficient manner. The fulfillment of these two conditions is the reason ML ever became as
popular as it is now.

It probably comes as no big surprise that most of the models used in ML draw inspiration from the mam-
malian brain. The earliest example of this is the Perceptron (Rosenblatt 1958), which aimed to model how
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information is stored and processed within the human brain. By linking many Perceptrons together and
creating a so-called Multi-Layer Perceptron (MLP), one can in principle approximate any function to any
desired degree of accuracy (Hornik 1991). These findings resulted in the birth of a class of models known as
Artificial Neural Networks (ANNs), which have become very popular models in ML (though they are by
no means the only models in use). Later works such as the Cognitron (Fukushima 1975) and especially the
Neocognitron (Fukushima 1988) played a major role in the development of so-called Convolutional Neural
Networks (CNNs). They have been particularly effective at object recognition tasks, as first demonstrated
by LeCun et al. 1998a who created LeNet-5, a CNN which outperformed all its competitors at the time in
the task of recognizing handwritten digits. CNNs again showed great promise compared to other existing
techniques when Krizhevsky et al. 2012a won the ImageNet Large-Scale Visual Recognition Challenge (ILS-
VRC) in 2012 by a significant margin with their model, AlexNet. In this challenge, researchers from all over
the world competed to create the best algorithm for object recognition and image classification on the Im-
ageNet data set. Since then, there has been a surge of interest in ML, both academically and commercially.
The models proposed in the literature have steadily increased in complexity, leading to the coinage of the
term deep learning to describe these approaches to ML. Curiously, the size of ML models appears to double
approximately every two years, just like Moore’s Law predicts is the case for the number of components on
integrated circuits (Moore 1998). With their increased size of course also comes increased capacity to solve
more complex tasks. The Perceptron could only be used to distinguish two different categories of objects;
LeNet-5 can recognize ten different handwritten digits; AlexNet can recognize 1,000 different classes of
objects. Aside from classifying objects into categories, neural networks are now also being trained to play
video games (Mnih et al. 2015) or even to produce entire natural-language descriptions of images (You et al.
2016).

1.1 Adversarial perturbations

Despite their big successes in various AI tasks, there of course remain plenty of problems to be solved.
Perhaps the biggest problem facing ML research is the fact that many of the proposed models are basically
black boxes: no one can explain exactly why they work or even tell exactly what they’re doing to their
input data most of the time. This has led to the identification of several unexpected and counter-intuitive
properties of neural networks. In particular, Szegedy et al. 2013 discovered that the input-output mappings
learned by state-of-the-art neural networks are significantly discontinuous. It is possible to cause a neural
network used for image recognition to misclassify its input by applying a very specific, hardly perceptible
perturbation to the input. Goodfellow et al. 2015 illustrate this phenomenon with Figure 1.1. They start
with a picture of a panda from ImageNet, which is correctly classified by GoogLeNet (Szegedy et al. 2015).
Then, they apply a perturbation so small it is imperceptible to the human eye, yet the neural network
changes its classification to “gibbon” with over 99% confidence. Szegedy et al. 2013 call these perturbed
inputs “adversarial examples”.

Since the puzzling discovery of adversarial perturbations, several hypotheses have been proposed to
explain why they exist (Goodfellow et al. 2015; Lou et al. 2016; Rozsa et al. 2016b), but none of these
have actually been proven so far. A number of methods have also been proposed to make models more
robust to these perturbations (Goodfellow et al. 2015; Goodfellow et al. 2014; Gu et al. 2014; Lou et al.
2016; Maharaj 2016; Papernot et al. 2016; Rozsa et al. 2016a,b; Zheng et al. 2016), but none have been
able to solve the problem entirely. One may wonder whether all this attention to adversarial examples
is warranted. After all, one might object that these samples are rare, contrived and would never occur
in practice. However, there are several reasons adversarial examples are important. Goodfellow et al.
2015 discovered that these samples generalize across different models. A specific adversarial example that
was designed to fool a certain model A will often also fool a different model B. This happens with high
probability even if both models have different architectures or are trained on different data sets. Moosavi-
Dezfooli et al. 2016 take this one step further and demonstrate that the adversarial perturbations themselves,
not the adversarial examples resulting from adding such perturbations to existing images, can generalize
across different models and data sets with high probability. Furthermore, Kurakin et al. 2016 find that
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Figure 1.1: An example of an imperceptible perturbation causing a misclassification on GoogLeNet.

adversarial examples can occur in the physical world and thus are not as contrived as may seem at first
glance.

These findings lead one to question the generalization capabilities of modern neural networks. If neural
network classifiers really fully “understood” the tasks that are asked of them, then obviously they should
be impervious to adversarial perturbations. The fact that they are not is an indication that something may
be fundamentally wrong. This is illustrated in Ribeiro et al. 2016, where the authors propose a technique
called Local Interpretable Model-agnostic Explanations (LIME) that can be used to explain the predictions
of classifiers. LIME does this by highlighting the parts of an input the model considers most important in
making its prediction. In their work, the authors provide an example of two classifiers, A1 and A2, that
are tasked with determining whether or not a person is religious based on documents they have written.
Using LIME, the authors demonstrate that the classifier with the highest accuracy on the test set, A2, ac-
tually performs worse than A1, because A2 bases its predictions on words that have nothing to do with
religion. A1, on the other hand, bases its predictions on words that are relevant to religion. Thus, the good
performance of A2 on the test set is due merely to spurious correlations in the data that do not generalize.
Other results such as Dauphin et al. 2013 and Zhang et al. 2016 also suggest that large neural networks have
trouble effectively utilizing their capacity and generalizing well.

The existence of adversarial perturbations also calls into question the security of classifiers. Given the
fact that these perturbations apparently generalize to other models and other data sets besides the ones
they were specifically designed for, a simple attack can be devised. Consider, for example, a mature content
filter meant to detect pornographic content uploaded to an image hosting service. This filter is basically
a binary classifier which takes an image as input and outputs 1 or 0 depending on whether it detected
pornographic content or not. If we wish to fool this classifier to circumvent the filter, we could train our
own classifier on a data set we curated ourselves and generate adversarial examples for that classifier.
With high probability, the adversarial examples that fooled our classifier will also fool whatever classifier
is running on the production servers we are attacking, even though their architectures and data sets may
be totally different. Since adversarial examples generally do not look any different from legitimate inputs,
these attempts at fooling the classifier could go completely unnoticed by human moderators.

1.2 Goal of this thesis

It should be clear from the above discussion that adversarial examples pose a real threat. Understanding
why they exist and how to lessen their impact on ML models is therefore a worthwhile undertaking. Unfor-
tunately, very little research has been done so far regarding the nature of adversarial perturbations and the
precise reason why classifiers are so sensitive to them. Several hypotheses have been proposed, but none
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have been proven; several techniques for improving the robustness to adversarial perturbations have been
described, but they either show limited success or suffer from large computational overhead. Moreover,
these techniques are usually based on unproven hypotheses about the nature of adversarial perturbations.
This is unfortunate, as a rigorous theoretical analysis of adversarial perturbations may not only provide
insight into why they exist, but also guide the design of a proven method to remedy them.

The goal of this thesis, then, is to formally characterize adversarial perturbations. We study several dif-
ferent families of classifiers and prove lower bounds on the size of the perturbations necessary to make them
change their classification. Based on this analysis, we make some recommendations which may improve
classifier robustness. It is hoped that analyses such as this will provide the insight necessary to improve the
robustness of classifiers to adversarial perturbations without sacrificing their effectiveness.

1.3 Outline

Chapter 2 describes the theoretical framework used throughout this thesis as well as other prerequisites the
reader may be unfamiliar with. Chapters 3 to 5 each treat a specific family of classifiers:

• Chapter 3 analyzes linear classifiers;

• Chapter 4 analyzes Multi-Layer Perceptrons;

• Chapter 5 analyzes Convolutional Neural Networks.

These chapters all have the same basic layout. First, we attempt to formally characterize the robustness of
these classifiers to adversarial perturbations by deriving lower bounds on the size of perturbations neces-
sary to change the classification of an input. Each chapter ends with empirical experiments validating the
bounds. Finally, Chapter 6 concludes the work and provides some ideas for future work.
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Chapter 2

Preliminaries

2.1 Notation

Throughout this thesis, scalars and elements of discrete sets will be written in cursive: x ∈ R and y ∈
{1, . . . , C}. Vectors will be written in cursive boldface: x ∈ Rd. Matrices are written just like vectors, but
always in uppercase: M ∈ Rm×n. Tensors are written in sans-serif boldface: T ∈ Rl×m×n. The notation
w · x will mean the inner product of w and x. The multiplication of a matrix A with a vector x is written
Ax. The transpose of a matrixA isAT . For a vector x, we denote by ‖x‖p the Lp norm of x:

‖x‖p =

(∑

i

|xi|p
) 1

p

.

If p is omitted, we mean the Euclidean norm ‖·‖2.
The probability of an event A occuring is written as P(A). In case A contains a variable x which is

sampled according to some distribution µ, this will be made clear by writing Px∼µ(A).

2.2 Definitions

The Frobenius norm of a matrixX ∈ Rm×n is defined as

‖X‖F =

√√√√
m∑

i=1

n∑

j=1

|xij |2.

The Frobenius norm can be extended to tensors X ∈ Rn1×···×nd as well in the obvious way:

‖X‖F =

√√√√
n1∑

i1=1

· · ·
nd∑

id=1

|xi1...id |2.

For any matrixA, the induced Euclidean matrix norm is defined by

‖A‖ = sup
x6=0

‖Ax‖
‖x‖ . (2.1)

A multi-index is a tuple of non-negative integers, generally denoted by Greek letters such as α and β. For a
multi-index α = (α1, . . . , αm) and a function f we define

|α| = α1 + · · ·+ αn, ∂αf =
∂|α|f

∂xα1
1 . . . ∂xαn

n
.
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The Jacobian matrix of a function f : Rn → Rm : x 7→ [f1(x), . . . , fm(x)]T is defined as

Jf =




∂f1
∂x1

. . . ∂f1
∂xn

...
. . .

...
∂fm
∂x1

. . . ∂fm
∂xn


 .

For functions f : Rn → R which output scalars, the Jacobian matrix is just a vector, which we call the
gradient and write as∇xf(x) or just ∇f(x) when no confusion can arise.

2.3 Theoretical framework

The theoretical framework used throughout this thesis is that of Fawzi et al. 2016 and Papernot et al. 2016.
We assume we want to train a classifier f : Rd → {1, . . . , C} to correctly assign one of C different classes to
input vectors x from a d-dimensional Euclidean space. Let µ denote the probability measure on Rd and let
f? be an oracle that always returns the correct label for any input. The distribution µ is assumed to be of
bounded support, i.e. Px∼µ(x ∈ X ) = 1 with X = {x ∈ Rd | ‖x‖ ≤M} for some M > 0.

The robustness of classifiers to adversarial perturbations is quantified as follows. Let ∆adv(x; f) denote
the norm of the smallest perturbation that changes the classification of x by f :

∆adv(x; f) = min
r∈Rd
{‖r‖ | f(x) 6= f(x+ r)}. (2.2)

The robustness of f to adversarial perturbations is defined as the expected value of ∆adv(x; f) over all
choices of x according to µ:

ρadv(f) = Ex∼µ[∆adv(x; f)]. (2.3)

The accuracy of f is defined as the probability that f classifies a sample x from µ correctly:

α(f) = Px∼µ(f(x) = f?(x)).

2.3.1 Adversarial perturbations

An explicit formal definition of adversarial perturbations is certainly in order, since they constitute the main
object of study in this thesis. We have already discussed what we mean informally with this term. Formally,
adversarial perturbations are defined relative to a classifier f and an input x. A perturbation η is called an
adversarial perturbation of x for f if the following conditions hold:

1. η changes the classification of f : f(x+ η) 6= f(x);

2. the correct classification of x+ η should be the same as that of x: f?(x+ η) = f?(x).

An adversarial perturbation η is called minimal if it is also the case that no other adversarial perturbation
ξ exists for x and f such that ‖ξ‖ < ‖η‖. In this work, we will mostly focus on minimal adversarial
perturbations unless otherwise mentioned.

Perturbations satisfying the definition used above would be called virtual adversarial perturbations by
some authors such as Miyato et al. 2015. This is to emphasize the fact that the classification of x or x+η by
f need not be right or wrong; η simply has to change the classification even though both samples should
belong to the same class. A more strict definition of adversarial perturbations would then also require
f(x) = f?(x), but we will not use that definition here. Since our aim is to focus more on the robustness
itself, the accuracy of the classifier is not a primary concern.
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2.4 Families of classifiers

Each classifier we consider here will belong to a certain family of classifiers and thus it will have a concrete
form parameterized by a set of parameters θ. The goal of machine learning is to find settings for each
parameter in θ such that the accuracy of the classifier is maximized. This is usually done by taking a
set of N i.i.d. samples D = {(xi, ci) | i = 1, . . . , N} from µ and defining a continuous loss function L
which depends on θ and D. The loss function is constructed so that when θ is optimal, L reaches its global
minimum on D. Training the classifier f then amounts to minimizing L via any appropriate optimization
method, usually some form of gradient descent (Goodfellow et al. 2016).

A commonly used method for constructing loss functions is the negative log-likelihood (NLL) of the model.
This is based on the idea that our choice of model and parameter set constitutes a hypothesis explaining
how the samples from the different classes can be distinguished from each other. According to Bayes’
theorem, the probability that our hypothesis θ is correct based on the data D that we have seen can be
written as

P(θ | D) =
P(θ)P(D | θ)

P(D)
.

The distributions P(θ | D), P(θ) and P(D | θ) are known respectively as the posterior, the prior and the
likelihood (Murphy 2012). We wish to find the settings for θ such that P(θ | D) is maximized:

θMAP = arg max
θ

P(θ | D) = arg max
θ

P(θ)P(D | θ).

The last equality follows from the fact that P(D) is independent of θ. Also, since D is assumed to consist of
i.i.d. samples from µ, we can factorize P(D | θ):

P(D | θ) =

N∏

i=1

P(ci | xi, θ).

We then have

θMAP = arg max
θ

P(θ)

N∏

i=1

P(ci | xi, θ).

The result of this optimization problem is called the maximum a posteriori estimate (MAP estimate) of θ,
because it maximizes the posterior probability. To aid numerical stability when actually computing this
estimate, we always take logarithms:

θMAP = arg max
θ

log P(θ) +

N∑

i=1

log P(ci | xi, θ).

This transformation does not change the position of the optimum mathematically, but numerically it can
avoid pathological rounding errors when multiplying many probabilities together. Especially nowadays,
data sets D tend to be very large, and directly taking the product of the likelihoods of all the items would
almost always produce zero in standard IEEE 754 floating point.

The MAP estimate has the curious property that it depends on a prior, P(θ). This distribution ex-
presses prior beliefs about what forms θ can take. Historically, prior distributions have been controversial
in Bayesian statistics (Efron 1986; Gelman 2008) because in many cases, we cannot objectively defend any
prior beliefs about θ at all, and a wrong choice of prior might cause a completely wrong model to be fitted.
A different method called maximum likelihood estimation (MLE) avoids the use of a prior by maximizing the
likelihood of θ instead of its posterior (again, using logarithms for numerical stability):

θMLE = arg max
θ

N∑

i=1

log P(ci | xi, θ).
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Though controversial in more “practical” settings such as experimental physics, priors are routinely used
in machine learning for regularization. The idea is that MLE is prone to overfitting, where the model will
fail to generalize to unseen samples from µ because it pays too much attention to spurious correlations or
other random artifacts within the data set. ML researchers frequently use specific priors to combat these
problems. For example, we may assume the parameters of the model (whatever they are) are normally
distributed with zero mean and unit variance:

P(θ) ∼ N (0, 1) =
1√
2π

exp

(
−x

2

2

)
.

Taking logs and leaving out terms which are irrelevant to θ (as we would in MAP estimation), we obtain

log P(θ) ∝ −
k∑

i=1

θ2
i ,

where we have assumed θ = {θ1, . . . , θk}. In the MAP estimation, this corresponds to maximizing the
likelihood P(D | θ) while at the same time minimizing the sum of squares of the parameters. This is
a popular form of regularization called L2 regularization or weight decay (Connect et al. 1992; Murphy
2012).

When using NLL, the loss function of the model is simply the negative of the log of the MLE:

L(D, θ) = −
N∑

i=1

log P(ci | xi, θ).

Minimizing this function clearly yields the MLE for θ. When regularizing a model with some term Ω(θ)
such as weight decay, this is subtracted from the loss function, basically yielding a MAP estimate whose
prior is governed by Ω(θ):

L(D, θ) = −Ω(θ)−
N∑

i=1

log P(ci | xi, θ).

2.4.1 Linear classifier

The first familiy of classifiers we will study is the family of linear classifiers. A linear classifier bases its
decision on a linear combination of input elements. In general, such a classifier is parameterized by a
weight matrix W ∈ RC×d as well as a bias vector b ∈ RC . To classify an input sample x, a linear classifier
computes

y = Wx+ b.

The vector y has C components, each corresponding to a certain class. The component of y with the highest
value is taken to be the class of x:

f(x) = arg max
i
yi(x) = arg max

i
wi · x+ bi.

We will often write this as

f(x) = arg max
i
fi(x),

where each fi is of the form

fi(x) = wi · x+ bi.

8



The set of parameters of f is θ = {W , b}. A popular form of linear classifier is logistic regression (Murphy
2012), where the model has the form

f(x) = arg max
i
yi(x),

yi(x) =
exp fi(x)∑
j exp fj(x)

.

Note that this model has the following properties:

• 0 ≤ yi(x) ≤ 1 for any x and i;

•
∑
i yi(x) = 1.

As such, the vector y(x) can be interpreted as a probability mass function over the different classes of x,
and f simply assigns x to the class that is deemed most likely.

2.4.2 Multi-Layer Perceptron

Perhaps the simplest possible neural network architecture is the Multi-Layer Perceptron (MLP, Goodfellow
et al. 2016; Murphy 2012), also called a Feedforward Network. In general, an MLP is a series of logistic
regression models stacked on top of each other. The final layer can be either a logistic or a linear regression
model, depending on whether the MLP is used to solve a classification or a regression problem. In this
thesis, we will restrict our attention to the classification case. The general model of an MLP for multiclass
classification has the form

P(c | x, θ) =
exp(wc · hL(x) + bc)∑C

c′=1 exp(wc′ · hL(x) + bc′)
,

hL(x) = gL(VLhL−1(x) + bL),

...
h2(x) = g2(V2h1(x) + b2),

h1(x) = g1(V1x+ b1).

The functions hi are called hidden layers1, P(c | x, θ) is called the output layer, the matrices Vl are called the
weights, the vectors bl and b are the biases and the gi are non-linear activation functions, applied component-
wise to their input vectors (see Figure 2.2 for an illustration of a simple MLP). In the past, the common
choice for these functions was the logistic sigmoid, hyperbolic tangent (Goodfellow et al. 2016; Murphy
2012) or softplus (Dugas et al. 2001). However, more recently, other activation functions such as the Rec-
tified Linear Unit (ReLU, Dahl et al. 2013; Glorot et al. 2011) and Maxout (Ian J. Goodfellow et al. 2013)
combined with Dropout (Srivastava et al. 2014) have obtained better results (see Figure 2.1 for examples
of some activation functions). In general, any useful activation function will be non-linear, piecewise dif-
ferentiable and monotonic. The set of parameters to be optimized by the learning algorithm is given by
θ = {V1, . . . ,VL,W ,B} where W = (w1 | · · · | wC) and B = (b1 | · · · | bL | b). The classification rule f
associated with such a model is the same as the linear classifiers: we simply compute wc · hL(x) for every
class c and assign x to the class that maximizes this quantity. Thus we define

f(x) = arg max
c
wc · hL(x) + bc. (2.4)

Moreover, we will assume that none of the matrices Vi are equal to zero. This will be necessary for the
theorems in later chapters to work, but it is a realistic assumption: if any Vi were equal to zero, the MLP
would essentially discard its entire input. This is never done in practice.

1For notational convenience, we will assume the input layer is given by the function h0(x) = x.
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Figure 2.1: Some examples of commonly used activation functions.
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Figure 2.2: Graphical depiction of an MLP with four inputs, one hidden layer and a single output value.
Each connection between an input xi and a hidden node hj has an associated weight vij , given by a matrix
V . The connections between the hidden nodes and the output node are also weighted by a matrixW , which
in this particular case is just a single vector. Such an MLP could be used for binary classification, where the
output can be interpreted as the probability of the input belonging to class 0 (or class 1, depending on the
training procedure).

The power of the MLP lies in the fact that, under very general conditions, it is a universal function ap-
proximator (Hornik 1991): an MLP with one hidden layer using the sigmoid activation function is capable
of modelling any sufficiently smooth function within any desired level of accuracy. The level of accuracy
depends only on the number of hidden units used: the more hidden units the MLP has, the better it will
be able to model its target function. This so-called Universal Approximation Theorem (UAT) also holds for
other activation functions, such as ReLU and Maxout. Thus, for any given function f , the question is never
if an MLP can be used to model it, but rather how. For even though the UAT states that a single hidden
layer is sufficient, it is known (Bengio 2009) that as the number of layers of an MLP decreases, the number
of hidden units required to model any given function can increase exponentially. The question of how to
find the most suitable architecture of an MLP for a given problem is generally a challenging problem.

2.4.3 Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are deep neural networks mainly intended for image recognition
tasks, as they are inspired by the visual cortex of the brain (Min et al. 2016). The visual cortex consists of a
hierarchy of two cell types: simple cells and complex cells (Hubel et al. 1968). The simple cells are sensitive
to primitive patterns in subregions of the visual field, whereas the complex cells synthesize the information
from simple cells to identify more intricate patterns. CNNs implement four key ideas that take advantage
of the properties of natural signals: local connectivity, shared weights, pooling and the use of many layers
(Lecun et al. 2015).

The typical structure of a CNN, as introduced in LeCun et al. 1998a, is shown in Figure 2.3. The first few
stages are composed of two types of layers: convolutional and pooling layers. Each unit in a convolutional
layer receives input from a set of units located in a small neighborhood of the previous layer. This local
connectivity allows neurons to extract elementary visual features such as oriented edges and corners. Since
these elementary feature detectors are likely to be useful across the entire image instead of just a local
neighborhood, units in a convolutional layer are organized in planes within which all units share the same
weights. The set of outputs of units in such a plane is called a feature map. These outputs are then passed
through a non-linearity, typically a ReLU. When the CNN is used for classification, the signals are passed
through a pooling layer in order to reduce the sensitivity of the network to all sorts of distortions. After
repeating this process of convolution, non-linearity and pooling a few times, the results may additionally
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Figure 2.3: A typical CNN architecture.

be passed through fully-connected layers like a regular MLP.

Mathematical description

One of the most important operations in a CNN is the convolution, to which they owe their name. In
practice, the convolutional layers of a CNN implement a discrete two-dimensional convolution as follows.
Let X ∈ Rc×d×d be the input to the convolutional layer with activation function g (usually ReLU or some
variation of it, see Gu et al. 2015) and let W ∈ Rc×q×q be its filter (also called kernel) with bias b ∈ R. The
feature map of this layer is then given by

g(W ? X + b), (2.5)

where

(W ? X)ij =

c∑

l=1

q∑

m=1

q∑

n=1

wlmnxl,m+s(i−1),n+s(j−1) (2.6)

for all i, j = 1, . . . , d−qs + 1. Here, the s parameter is called the stride. In case the stride is implicitly clear, we
will leave it out; sometimes, however, we will use the notation W ?s X to refer explicitly to a convolution
of W and X using stride s. The result of such an operation yields a tensor of size c× t× t where t = d−q

s + 1.
It is important to note that q and s cannot be arbitrary integers: s must be a divisor of d − q and we must
have q ≤ d, otherwise the operation makes no sense.

The discrete convolution operation outlined above can actually be viewed as a matrix multiplication
where the matrix is constrained to have some entries equal to others: each row is required to be equal to
the row above it shifted by one element. In two dimensions, such matrices are called doubly block circulant
matrices. Moreover, because the kernels are usually much smaller than the input, these matrices will be
sparse (i.e. have many entries equal to zero). Hence, from a purely theoretical perspective, neural networks
employing convolution operations are no different from regular MLPs.

It is common for a convolutional layer to have many different feature maps, which are “stacked” on top
of eachother to produce a 3D output tensor. However, as is evident from the equations, each feature map
has one set of weights which it applies across the entire input.

After each convolution operation, usually a pooling layer is applied. On input a matrix X ∈ Rd×d,
output (i, j) of a pooling layer of size q × q is given by

p({xn+s(i−1),m+s(j−1) | 1 ≤ n,m ≤ q}), (2.7)
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where p is the pooling operation, s is the stride and i, j = 1, . . . , d−qs + 1. The pooling operation is usually
either max or an Lp norm, though many alternatives exist (Gu et al. 2015). In case the input to the pool-
ing layer is a 3D tensor rather than a 2D matrix, the pooling operation is simply applied to each matrix
independently along the third axis. The result is another 3D tensor consisting of downsampled matrices.

After several repetitions of convolution and pooling layers, the result is a 3D tensor which can be passed
into a regular MLP for further processing. Before this can happen, of course, the tensor is flattened into a
one-dimensional vector. Mathematically, the operation of flattening is trivial as it is merely a change in
notation. An m× n matrixX = [x1 | · · · | xn] is flattened into an mn vector which we will write asX . This
vector is given by the relation

xij = Xn(i−1)+j

for all 1 ≤ i ≤ m and 1 ≤ j ≤ n. That is, the flattened vector X can be constructed from the matrix X by
simply concatenating all rows of X into one vector. The transformation f(i, j) of the original indices into
the indices of the flattened vector is given by

f(i, j) = n(i− 1) + j.

Conversely, the inverse transformation is given by

f1(k) = quo(k − 1, n) + 1,

f2(k) = rem(k − 1, n) + 1,

where rem(a, b) is the remainder when a is divided by b and quo(a, b) is the quotient of a divided by b. It is
easily seen that f1(f(i, j)) = i and f2(f(i, j)) = j. Furthermore, the flattening operation is easily extended
to higher-dimensional tensors X ∈ Rn1×···×nd .

2.5 Generating adversarial perturbations

An important question is how we are going to estimate actual minimal adversarial perturbations for an
input to a given classifier. This will be important later, when lower bounds on the robustness of classifiers
are put to the test. For complex classifiers, solving this problem exactly would require the solution of a
prohibitively expensive optimization problem2. Fortunately, several efficient methods have been proposed
in the literature to solve this exact problem:

• Szegedy et al. 2013 approximate adversarial perturbations using a box-constrained L-BFGS (Byrd et
al. 1995);

• Goodfellow et al. 2015 proposed a method called fast gradient sign;

• Rozsa et al. 2016a introduce a hot/cold approach for adversarial example generation, as well as fast
gradient value.

We discuss each method in turn.

2.5.1 L-BFGS

Let c be some class label. The aim of the L-BFGS method is to minimize ‖r‖ subject to f(x + r) = c and
x+ r ∈ [0, 1]d. Informally, x+ r is the input closest to x classified as c by f . Obviously, the task of finding
such an r is non-trivial only when f(x) 6= c. However, since the exact computation of this perturbation is a
hard problem in general (Murty et al. 1987), it is approximated using a box-constrained L-BFGS. Szegedy et
al. 2013 use line-search to find the minimum α > 0 such that the minimizer r of the following optimization
problem satisfies f(x+ r) = c:

2Indeed, this optimization problem will be non-convex in general, and so solving it will be NP-complete (Murty et al. 1987).
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Minimize α ‖r‖+ L(x+ r, c) subject to x+ r ∈ [0, 1]d.

The constraint that x+r ∈ [0, 1]d ensures that the adversarial example has the same range of pixel values as
the original data, and that it lies within the domain of the original function. One may omit this constraint
for simplicity, however, because the perturbations η are typically small and thus do not move the input too
far. This method is extremely effective, finds very small perturbations, and can cause the model to output
specific, desired classes, and makes no assumptions about the structure of the model, but is also highly
expensive, requiring multiple calls to an iterative optimization procedure for each example (Warde-Farley
et al. 2016).

2.5.2 Fast gradient sign

The fast gradient sign method simplifies the problem of finding adversarial perturbations by fixing the
allowed size of the perturbation and maximizing the cost incurred by the perturbation (Warde-Farley et al.
2016):

Maximize L(x+ η, θ) subject to ‖η‖∞ ≤ ε.
Here, ε is a hyperparameter chosen by the user. To obtain a fast, closed-form solution to this optimization
problem, Goodfellow et al. 2015 use a first-order Taylor approximation of the loss function, yielding

Maximize L(x) +∇xL(x, θ) · η subject to ‖η‖∞ ≤ ε.
The solution is given by

η = ε sign(∇xL(x, θ)). (2.8)

In principle, one can use higher-order approximations of the loss function to obtain higher-order methods
for generating adversarial perturbations. An issue with this method, though, is that it computes adversarial
perturbations which are not necessarily minimal. In order to find perturbations whose Euclidean norms are
as small as possible, we need to choose a value for ε such that η is an adversarial perturbation yet ‖η‖ is
minimal. Clearly ‖η‖ is proportional to |ε| so we need to find a value for ε that is as close to zero as possible.
This can be accomplished by a simple binary search as shown in Algorithm 2.1. The value of ε found by
the algorithm will lie within the interval [0,M ], where M depends upon the data set in question. It is
important that M be set small enough so that any natural sample that is perturbed by M in any direction
should not change classification3. Otherwise, the classifier is not wrong in changing its classification when
such a perturbation is applied.

2.5.3 Hot/cold

The hot/cold approach by Rozsa et al. 2016a is inspired by the technique of image inverting by Mahendran
et al. 2015, designed to reconstruct an image which minimizes the loss for a given class represented by a
one-hot feature vector in the penultimate layer (the last hidden layer right before the softmax is applied). In
the hot/cold model, Rozsa et al. 2016a use the output from the penultimate layer to define directions in the
input space that help move toward a target class, the hot class, while moving away from the original class,
the cold class. This is done by computing a hot/cold feature vector ω for an input x as follows. Let c be the
cold class, i.e. f(x) = c, the original class of the input x. Define a hot class c′ 6= c and let

ωj(x) =





|h(j)
L (x)| if j = c′

−h(j)
L (x) if j = c

0 otherwise

, (2.9)

3The word “natural” is crucial here: for any M > 0, one can always choose a sample sufficiently close to a decision boundary
such that a perturbation with norm less than M should change its classification. However, the natural samples (i.e. those that arise in
practice) should rarely lie very close to a decision boundary.
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Algorithm 2.1: Estimate the smallest possible ε for fast gradient sign

Data: Classifier f with parameters θ and loss function L, input x
Result: an estimated minimal value for ε
begin

/* compute the gradient signs */
s← sign(∇xL(θ,x, f(x)))
/* binary search for the smallest ε */
u← 1
l← 0
ε← u

2
while u− l > 0 do

if f(x) = f(x+ εs) then
l← ε

else
u← ε

end
ε← l + u−l

2

end
return ε

end

where hL is the output of the penultimate layer and h
(i)
L denotes its ith component. Finally, backpropaga-

tion is used to estimate the changes needed to the input in order to move according to the constructed
feature vector ω. A clear advantage of this technique is that it can generate multiple perturbations for the
same input, whereas other techniques such as L-BFGS, FGS and FGV can only generate one perturbation
for every input. However, as Rozsa et al. 2016a stress, the resulting perturbations are not minimal. This
is intentional, as the goal of the hot/cold approach is to use the resulting perturbations to improve the ro-
bustness of neural networks. Rozsa et al. 2016a argue this can be done more effectively using hard positives
formed by non-minimal perturbations for data augmentation.

2.5.4 Fast gradient value

Besides their hot/cold approach, Rozsa et al. 2016a also propose a method they call fast gradient value. This
is essentially the same as fast gradient sign, only they use the full gradient of the loss function instead of
just the signs. The estimated adversarial perturbation is thus determined by

η = ε∇xL(x, y, θ), (2.10)

where ε is again a parameter of the algorithm. Minimizing this parameter using a slightly modified version
of Algorithm 2.1 should yield estimates for minimal adversarial perturbations.

2.5.5 Evaluation

Based on efficiency considerations, only the FGS method with binary search is used in this work to gen-
erate adversarial perturbations. It is significantly faster than the L-BFGS method and can yield very small
perturbations using a simple algorithm.
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Figure 2.4: Example of adversarial perturbations from Szegedy et al. 2013. The left column shows the
original, correctly classified images; the center column shows the perturbation; the right column shows the
resulting image, which is consistently classified as “ostrich”.

2.6 Protections against adversarial perturbations

When one wishes to devise protective measures against adversarial examples, it is first necessary to stress
that such examples will always exist in any classifier that does not obtain 100% accuracy4. Hence, it is a
futile undertaking to attempt to eliminate this phenomenon completely, as classifiers trained on real-world
data sets rarely achieve 100% accuracy. The problem with adversarial examples is therefore not so much the
mere fact that they exist, but the fact that they are much more abundant than would be expected given the
accuracy of state-of-the-art classifiers. Indeed, one would expect that if a sample lies so close to a decision
boundary its classification can be changed by an imperceptibly small perturbation, that either this sample
looks like nothing in particular or it clearly looks like some sort of interpolation between both classes. As
it turns out, this is not the case at all in practice: adversarial examples look like natural samples from a
completely different class than the one the classifier assigns them, even if that classifier has high accuracy.
Figure 1.1 provides a striking example of this, but there are many more. Figure 2.4 shows another set of
examples of adversarial perturbations taken from Szegedy et al. 2013. The cross-model and cross-dataset
generalization capabilities of these examples (Goodfellow et al. 2015), as well as the discovery of universal
adversarial perturbations (Moosavi-Dezfooli et al. 2016) only add more to the mystery. The mysterious
nature of adversarial examples has not stopped researchers from speculating and proposing methods for
defending against them, however. In this section, we discuss several of those proposed defensive mechan-
isms.

4And even if it does, in practice such accuracy is achieved on a test set, not the entire space of possible inputs. So a classifier
achieving 100% test set accuracy may still perform poorly on some samples.
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2.6.1 Deep Contractive Network

The Deep Contractive Network (DCN, Gu et al. 2014) is based on the idea that if we want a neural network
to be robust to small perturbations, then the components of its Jacobian matrix should be small. Ideally,
such a model should then be regularized by adding the following term to the loss function:

λ

N∑

i=1

∥∥∥∥
∂f(x)

∂xi

∥∥∥∥ . (2.11)

Even for relatively small networks, however, this penalty is computationally expensive to compute. There-
fore, the following simplification is penalized instead:

N∑

i=1

L∑

j=1

λj

∥∥∥∥
∂hj(xi)

∂hj−1(xi)

∥∥∥∥ .

This is a layer-wise contractive penalty which can be computed much more efficiently than the full penalty
of Equation (2.11). However, it limits the capacity of the neural network and does not guarantee optimality
of Equation (2.11).

2.6.2 Generative Adversarial Networks

The framework of Generative Adversarial Networks (GANs, Goodfellow et al. 2014) estimates a generative
model G for the data distribution µ by simultaneously training two different models: the generator G and
a discriminator D. These models have competing objectives: the goal of D is to learn to tell whether a
sample came from the real distribution µ or whether it was generated by G; the goal of G is to maximize
the probability of D making a mistake. It can be shown that the globally optimal solution to this problem
occurs when G fully captures the training data distribution and D outputs 50% on every sample.

GANs could be useful to protect against adversarial examples (Xia et al. 2016). The generator G is
trained to fool the discriminator D, so obviously adversarial examples provide a weakness that G can
exploit in order to produce natural images from µ which fool D. As such, D can be trained to resist these
examples and become robust to such perturbations. By alternately training both models, G can find more
sophisticated adversarial examples whileD can become increasingly robust against more advanced attacks.

2.6.3 Fast Gradient Sign

Goodfellow et al. 2015 use their FGS method as a regularizer by optimizing the following objective:

L′(x, θ) = αL(x, θ) + (1− α)L(x+ ε sign∇xL(x, θ), θ).

In their experiments, they set α = 0.5. They found this to be an effective regularizer, reducing the error rate
on adversarial examples by 10%.

2.6.4 Foveations

Lou et al. 2016 use a foveation-based mechanism to defend CNNs against adversarial examples. They
define a foveation as a transformation of the image that selects a region in which the CNN is applied,
discarding the information from the other regions. Foveations always have the same size, even if the size
of the selected region varies. To achieve this, linear interpolations are applied to resize the images. The
idea behind this approach is based on several hypotheses. First, Lou et al. 2016 assume that CNNs act
linearly only on some regions in the input, but non-linearly in others. Secondly, the authors assume that the
accuracy of a CNN should not be significantly affected by their foveation transformations, as CNNs should
be invariant to changes in scale and position. Finally, they assume the robustness of CNNs to changes in
scale and position does not generalize to adversarial perturbations. Their results suggest that foveations
are indeed a powerful approach to increasing robustness to adversarial perturbations.
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2.6.5 Dimensionality reduction

Maharaj 2016 propose to reduce the dimensionality of the input to achieve robustness to adversarial per-
turbations. Their idea is based on the observation that of the 2563 different colors supported by the RGB
format, humans can only perceive about half of these. Hence, it makes little sense to train CNNs to dis-
tinguish between pixel colors which appear identical to human eyes. Discretizing pixel intensities thus
appears to be a viable approach to not only decrease the dimensionality of the problem space (and make
it easier to train the models), but also achieve robustness to adversarial perturbations: because only dis-
crete values of intensities are permitted, there is a minimum allowed distortion to each image before it can
change.

2.6.6 Stability training

Zheng et al. 2016 introduce stability training, where a regularizing term called a stability objective is added
to the loss function:

Ω(x,x′, θ) = d(f(x), f(x′)).

Here, x is the original input to the network, x′ is a perturbed copy of x and d is a suitable metric on the
feature space of the network. The idea is that the perturbed copy x′ should lie so close to the original x in
the input space that the outputs f(x) and f(x′) of the classifier should lie close to each other as well. In
order to implement this sort of training, it is necessary to generate small perturbed samples of each input
at each iteration of training.

2.6.7 Batch-Adjusted Network Gradients

Rozsa et al. 2016b propose a method called Batch-Adjusted Network Gradients (BANG) based on their
hypothesis of evolutionary stalling. The intuition behind evolutionary stalling is that, during training, the
learning algorithm only optimizes the model just enough so that it correctly classifies each sample in the
training set. As a result, many samples will lie close to the decision boundary and a small perturbation
is sufficient to cause them to change class. Rozsa et al. 2016b resolve this problem by making sure the
gradients of every training sample do not vanish during training, by normalizing them in such a way that
even correctly classified samples continue to contribute significantly to the weight updates. Specifically,
instead of a single learning rate parameter η as is normally used in gradient descent, they use a separate
learning rate for each layer in the network and each sample in the batch.

2.6.8 Hot/cold

Rozsa et al. 2016a use their hot/cold approach to generate adversarial examples for data augmentation. This
approach has the advantage over FGS in that it can produce multiple different perturbations for the same
sample, whereas FGS can produce only one. Rozsa et al. 2016a explicitly use non-minimal perturbations
which they call “hard positives” in order to ensure robustness of the network.

2.6.9 Defensive distillation

Defensive distillation (Papernot et al. 2016) modifies the training procedure as follows. First, a “teacher”
network is trained using standard techniques. This teacher network is evaluated on every training sample
to produce soft labels. These soft labels usually assign non-zero probability to classes the input sample does
not belong to. This is in contrast to the typical hard labels used in standard training, where 100% probability
is assigned to the correct class and 0% to all other classes. Finally, a “distilled” network is trained using the
soft labels produced by the teacher network instead of the typical hard labels. By training on the soft labels,
the model should overfit the data less and try to be more regular. However, according to Carlini et al. 2016,
this method only protects against a specific form of adversarial examples and leaves the distilled network
vulnerable to other classes of perturbations.
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Figure 2.5: Iterative perturbation

2.7 Iterative perturbation

A technique which may shed more light on the nature of adversarial perturbations, is to take a random
sample X from the dataset D and iteratively apply the FGS method to adversarially perturb it. This creates
a sequence of images X0, . . . ,Xn where X0 = X and Xi+1 is an adversarial perturbation of Xi. Figure 2.5
illustrates the result of this technique on a CNN for n = 5. The figure has two rows: the top row displays
the resulting images; the bottom row displays the perturbation applied to the previous image to obtain the
image above it (the first perturbation being the difference between the first and last image). This technique
has the interesting effect of producing perturbations which are themselves recognizable images. From the
third image onwards (i.e. the perturbation of the second image), it appears that the perturbations resulting
in a classification of “horse” actually resemble horses, and perturbations resulting in “dog” resemble dogs.
It is also clear from the images that the norm of the perturbations diminishes dramatically after the first
image. This can be explained as follows. The first adversarial perturbation projects the input image onto
the closest decision boundary. Subsequent adversarial perturbations then merely have to shift the image
slightly in the right direction in order to cross the boundary again into the original class. This also explains
why the labels alternate between two classes: the FGS method simply “zig-zags” back and forth across the
decision boundary of the same two classes.

These findings appear to support the evolutionary stalling hypothesis of Rozsa et al. 2016b as they show
that the classifier has not yet captured all the relevant features of the different classes in order to properly
separate them. Hence, it seems plausible that the learning simply “stalls” as more and more samples are
classified correctly.
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Chapter 3

Linear classifiers

The first family of classifiers to be studied in this thesis is the family of linear classifiers. Linear classifiers are
among the simplest classifiers used in practice (e.g. for logistic regression). Many neural network classifiers
can in fact be seen as “nothing more” than linear classifiers of their feature spaces (although these feature
spaces are usually highly non-linear transformations of the input spaces). Therefore, deriving lower bounds
on the robustness of linear classifiers will enable us to derive lower bounds on the robustness of the output
layer of neural networks later on. Thus, this family provides an important starting point for our analysis.

3.1 Binary classification

In the binary case, an important simplification can be made. If f is a binary linear classifier, then it is
characterized by two functions f0(x) = w0 ·x+ b0 and f1(x) = w1 ·x+ b1. The classification rule then boils
down to

f(x) =

{
1 if f1(x) ≥ f0(x)
0 if f1(x) < f0(x)

. (3.1)

Note that f1(x) ≥ f0(x) if and only if (w1 −w0) ·x+ b1 − b0 ≥ 0, so f can equivalently be characterized by
a single function g(x) = w · x+ b where w = w1 −w0, b = b1 − b0 and the following rule:

f(x) =

{
1 if g(x) ≥ 0
0 if g(x) < 0

. (3.2)

For ease of notation, we will always characterize a binary linear classifier as in Equation (3.2).
We write ∆adv(x; f | f(x) = 1) and ∆adv(x; f | f(x) = 0) for the norm of the minimal perturbation in

case x is such that f(x) = 1 and f(x) = 0, respectively:

∆adv(x; f | f(x) = 1) = min
r∈Rd
{‖r‖ | f(x+ r) = 0} = min

r∈Rd
{‖r‖ | w · (x+ r) + b ≤ 0}, (3.3)

∆adv(x; f | f(x) = 0) = min
r∈Rd
{‖r‖ | f(x+ r) = 1} = min

r∈Rd
{‖r‖ | w · (x+ r) + b > 0}. (3.4)

Obviously

∆adv(x; f) =

{
∆adv(x; f | f(x) = 0), if f(x) = 0
∆adv(x; f | f(x) = 1), if f(x) = 1

. (3.5)

The decision boundary is defined by the set of all perturbations r such that w · (x + r) + b = 0. These
cause the classifier to assign equal probability to both classes, and any further perturbation one way or
another will cross the decision boundary into one of the two classes. It is therefore interesting to attempt to
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determine analytically which perturbations r satisfy w · (x+ r) + b = 0 while simultaneously minimizing
‖r‖. For this we can define a Lagrangian:

L(r, λ) = ‖r‖2 + λ(w · (x+ r) + b), (3.6)

where we have used ‖r‖2 for simplicity. Minimizing this leads to the system of equations

∀j :
∂L
∂rj

= 2rj + λwj = 0,

∂L
∂λ

= w · (x+ r) + b = 0.

Therefore

rj = −λ
2
wj .

We thus get

∑

i

wi

(
xi −

λwi
2

)
+ b = 0

2
∑

i

wixi + 2b = λ
∑

i

w2
i .

From this we conclude

λ =
2(w · x+ b)

‖w‖2
.

This yields the final expression for r:

r = −w · x+ b

‖w‖2
w (3.7)

Perhaps unsurprisingly, when b = 0, x + r is exactly the orthogonal projection of x onto the hyperplane
spanned by w (see Figure 3.1). The Euclidean norm of this vector is

‖r‖ =
|w · x+ b|
‖w‖ . (3.8)

We can now prove the following

Lemma 3.1. For a binary linear classifier f , the following equality holds for all x:

∆adv(x; f) =
|w · x+ b|
‖w‖ .

Proof. Let x be a random sample from µ, let r be defined as in Equation (3.7) and let q be an adversarial
perturbation for x (i.e. f(x) 6= f(x + q)). Assume for the sake of contradiction that ‖q‖ < ‖r‖. Suppose
first that f(x) = 0, thenw ·x+ b ≤ 0 andw · (x+ q) + b > 0. It follows thatw · q > 0. The Cauchy-Schwarz
inequality yields |w ·q| ≤ ‖w‖ ‖q‖ < ‖w‖ ‖r‖ = |w ·x+ b|. Thusw ·q < −w ·x− b and sow(x+q) + b < 0,
which is a contradiction. The case where f(x) = 1 can be handled analogously.

It follows that all adversarial perturbations q must satisfy ‖q‖ ≥ ‖r‖. However, it is easily seen by the
definition of r that r itself is an adversarial perturbation. Thus it is a minimal adversarial perturbation and
the lemma follows.
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〈w〉
class 0 class 1

x
x+ r

r

x+ q

q

Figure 3.1: The minimal adversarial perturbation for an input x to a binary classifier is given by the ortho-
gonal projection x+ r of x onto the hyperplane spanned byw. Any other adversarial perturbation q must
satisfy ‖q‖ ≥ ‖r‖.

Plugging this result into the definition of ρadv(f), we find

Theorem 3.2. For a binary classifier f , it holds that

ρadv(f) =
1

‖w‖Eµ[|w · x+ b|].

Note that Theorem 3.2 suggests that the robustness of a binary linear classifier increases as ‖w‖ gets
smaller. This may (at least partially) explain why weight decay works (Connect et al. 1992).

3.2 Multiclass classification

From the definition of a linear classifier it is easy to see that an observation x is classified as c if and only if
wc · x + bc ≥ wj · x + bj for all j 6= c. For an observation x and any class c 6= f(x), we can compute the
norm of the smallest perturbation r such that f(x+r) = c. Let us denote this perturbation by ∆adv(x; f, c):

∆adv(x; f, c) = min
r∈Rd
{‖r‖ | f(x+ r) = c}. (3.9)

It is easily seen that

∆adv(x; f) = min
c6=f(x)

{∆adv(x; f, c)}. (3.10)

The restriction that c 6= f(x) is important, since otherwise we would get a degenerate solution of ∆adv(x; f) =
0 for all x. Intuitively, in the multiclass case, ∆adv(x; f) is the norm of the projection of x onto the class
“closest” to x but distinct from f(x). A necessary condition for any adversarial perturbation q is given by
the following

Lemma 3.3. Let f be a linear classifier and let q be an adversarial perturbation for an instance x where f(x) = c
and f(x+ q) = c′ 6= c. There exists an α ∈ (0, 1) such that wc · (x+ αq) + bc = wc′ · (x+ αq) + bc′ .

Proof. A little algebra shows

α =
(wc′ −wc) · x+ bc′ − bc

(wc −wc′) · q
. (3.11)

It remains to be proven that 0 < α < 1. Note that, by assumption, wc · x + bc > wc′ · x + bc′ and
wc · (x+ q) + bc < wc′ · (x+ q) + bc′ . This implies (wc′ −wc) · x+ bc′ − bc < 0 and (wc −wc′) · q < 0, so
α > 0. Furthermore, since wc · (x+ q) + bc < wc′ · (x+ q) + bc′ , we find α < 1.
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In other words, Lemma 3.3 states that for any linear classifier f , if we want to adversarially perturb
an input x so its assigned label changes from c to c′, we must cross the boundary where f assigns equal
probability to those two classes. Note that this condition is only necessary, not sufficient: it is perfectly
possible to cross this boundary for the classes c and c′ at a point where some other class c′′ is still more
likely than either c or c′, but we must cross this boundary nonetheless. Using Lemma 3.3 we find

Lemma 3.4. Let f be a linear classifier and let x be any input such that f(x) = c′. Then for all classes c 6= c′,

∆adv(x; f, c) ≥ |(wc′ −wc) · x+ bc′ − bc|
‖wc′ −wc‖

.

Proof. We can find the norm of the smallest perturbation r such that wc · (x + r) + bc = wc′ · (x + r) + bc′

using the following Lagrangian:

L = ‖r‖2 + λ((wc′ −wc) · (x+ r) + bc′ − bc)

The solution to this optimization problem is given by

r =
(wc′ −wc) · x+ bc′ − bc

‖wc′ −wc‖2
(wc −wc′).

Taking norms we get

‖r‖ =
|(wc′ −wc) · x+ bc′ − bc|

‖wc′ −wc‖
.

By Lemma 3.3 and the construction of r, any adversarial perturbation q must satisfy ‖q‖ > ‖r‖. In particu-
lar, any adversarial perturbation q such that f(x+q) = c satisfies ‖q‖ > ‖r‖. Hence ∆adv(x; f, c) ≥ ‖r‖.

The following lemma is a trivial consequence of Lemma 3.4:

Lemma 3.5. Let f be a linear classifier. Then for all inputs x where f(x) = c,

∆adv(x; f) ≥ min
c′ 6=c
|(wc′ −wc) · x+ bc′ − bc|

‖wc′ −wc‖
.

Note how Lemma 3.5 confirms the intuition that the smallest adversarial perturbation to an instance x
is bounded from below by the orthogonal projection of x onto the class closest to x but distinct from f(x),
since this is exactly the quantity on the right-hand side of the inequality. Finally, we get

Theorem 3.6. Let f be a linear classifier. Then,

ρadv(f) ≥ Eµ

[
min
c′ 6=c
|(wc′ −wc) · x+ bc′ − bc|

‖wc′ −wc‖

]
.

In the case of binary classification, we have C = 2, w0 = w1 −w, b = b1 − b0, and w1 = w +w0. Hence

ρadv(f) ≥ Eµ

[ |2w · x+ b|
‖2w‖

]
=

1

‖w‖Eµ[|w · x+ b|].

For ease of notation, we now introduce the following shorthand which will be used throughout the rest of
this thesis:

δ(x; f) = min
c 6=f(x)

|(wc −wf(x)) · x+ bc − bf(x)|∥∥wc −wf(x)

∥∥ . (3.12)
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3.2.1 Computing the bound

In practice, of course, the distribution µwill be unknown and so we will not be able to compute expectations
with respect to µ. Given a dataset D = {(xi, yi) | i = 1, . . . , N} of i.i.d. samples xi from µ and class labels
yi = f(xi) an empirical estimate of the lower bound may be computed using the sample mean instead of
the expectation:

ρ̂adv(f) ≥ 1

N

N∑

i=1

δ(xi; f). (3.13)

3.2.2 Tightness of the bound

An interesting question to explore now is the tightness of this bound.

Theorem 3.7. The bound of Theorem 3.6 is tight.

Proof. Let f be a classifier for C = d ≥ 2 classes where

f(x) =





1 if x1 > x2, . . . , xC
2 if x2 > x1, x3, . . . , xC
...
C if xC > x1, . . . , xC−1

.

This classifier is linear since it can be characterized by linear functions of the form

fi(x) = ei · x = xi.

Hence, it is subject to the bound of Theorem 3.6, which in this case simplifies to

∆adv(x; f) ≥ min
c′ 6=c
|xc′ − xc|.

It is easily seen, however, that this bound is exact for this particular classifier, i.e.

∆adv(x; f) = min
c′ 6=c
|xc′ − xc|.

The reason being that f classifies an input x into the class corresponding to the index of the maximal
component of x. Thus, f(x) = c if and only if xc is the maximal component of x. To find the norm of the
minimal perturbation r such that f(x + r) 6= c, one simply takes r = (xc − xc′)ec′ where c′ is the index of
the second-highest component of x. Clearly f(x+ r) = c′ 6= c and ‖r‖ = |xc′ − xc| is minimal.

Theorem 3.7 shows that the bound from Theorem 3.6 is tight in the sense that there exist linear classifiers
whose robustness is exactly equal to that bound.

3.3 Experiments

In order to test whether the theoretical bound is valid, several tests were performed on linear classifiers.
The results are shown in Table 3.1. The different columns of the table are

• Classifiers: the number of classifiers on which this test was performed;

• Samples: the number of samples per classifier;

• Dimensionality: the number of components of the input vectors;
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No. Classifiers Samples Dimensionality Classes Sample interval Parameter interval Mean Median Std

1 100 10 2 5 [−1, 1] [−1, 1] 0.9283 0.8637 0.5557648
2 100 10 20 5 [−1, 1] [−1, 1] 3.783 3.782 0.5845007
3 100 10 2 50 [−1, 1] [−1, 1] 1.015 0.9544 0.5454238
4 100 10 2 5 [−10, 10] [−1, 1] 4.937 4.498 2.636395
5 100 10 2 5 [−1, 1] [−10, 10] 1.061 1.076 0.5375943

Table 3.1: Test results on linear classifiers

• Classes: the number of output classes of the classifier;

• Sample interval: the interval from which the inputs were uniformly sampled;

• Parameter interval: the interval from which the classifier parameters were uniformly sampled;

• Mean: mean deviation of the actual bounds from the theoretical bound;

• Median: median bound deviation;

• Std: standard deviation of the bound deviations.

Figure 3.2 also shows boxplots of the bound deviations for each test. As Goodfellow et al. 2015 point out,
the FGS method is exact in the case of linear classifiers, so the perturbations obtained using FGS in these
tests were not approximations; they were the actual minimal adversarial perturbations.

3.3.1 Discussion

No bound violations were detected in any of the tests. We can see that tests 1, 3 and 5 yielded highly similar
results, but 2 and 4 are clearly different. The second test increased the dimensionality of the samples by
a factor of ten; as a result, the mean deviation increased approximately by a factor of three. The stand-
ard deviation remained about the same, however. The most significant change occurred in test 4, where
the sample interval was enlarged from [−1, 1] to [−10, 10]. The mean deviation and standard deviation
increased almost by a factor of five and four, respectively. From these findings, we conclude that the theor-
etical bound is most sensitive to the dimensionality of the input as well as the range the input values can
lie in.
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Figure 3.2: Boxplots of bound deviations for linear classifiers
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Chapter 4

Multi-Layer Perceptrons

Multi-Layer Perceptrons are the most basic neural network models. An MLP used for classification usually
takes its input, performs a series of linear transformations followed by non-linear activation functions and
finally sends the result of these transformations to a linear classifier. Throughout this chapter we assume all
MLPs end in a linear classifier of their feature space. This does not need to be the case in general, but this
assumption allows us to use the bounds for linear classifiers in order to derive bounds on the robustness of
MLPs.

4.1 Robustness

In Chapter 3 we already derived a tight lower bound for linear classifiers. Hence the robustness of MLPs to
adversarial perturbations is already solved for L = 0, i.e. for MLPs consisting only of an input and output
layer: the output layer of an MLP is a logistic regression model, which is at heart just a linear classifier.
Here, we will attempt to extend the study to MLPs with arbitrarily many hidden layers. By Theorem 3.6
we know that the robustness of the output layer is bounded from below by

Eµ

[
min
c′ 6=c
|(wc′ −wc) · hL(x) + bc′ − bc|

‖wc′ −wc‖

]
. (4.1)

However, such a result only applies for adversarial perturbations to hL(x), not x itself. We need a proced-
ure for transforming an adversarial perturbation q to hL(x) into an adversarial perturbation r to x such
that

hL(x) + q = hL(x+ r). (4.2)

Equation (4.2) only has solutions if the perturbation q is such that hL(x) + q is still within the range of
hL. This is a realistic constraint which we will enforce when attempting to solve this problem, because
in practice, we only get to perturb the original input x, not any of the outputs of the intermediate layers.
Hence it is safe to assume hL(x) + q will always lie within the range of hL.

4.1.1 One-layer MLP

For clarity, the model of an MLP with one hidden layer is given by

P(c | x, θ) =
exp(wc · h(x) + b′c)∑C

c′=1 exp(wc′ · h(x) + b′c′)
,

h(x) = g(V x+ b).
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Equation (4.2) in this context becomes

h(x) + q = h(x+ r). (4.3)

Unfortunately, unless V and g are invertible, this problem has no analytical solution. It will sometimes be
the case that g is invertible, but V will almost never be a square matrix and hence almost never invertible.
However, we know that ‖q‖ is lower bounded by Equation (4.1), so perhaps it is possible to utilize that fact
along with Equation (4.3) to derive a lower bound for ‖r‖.

In the remainder we shall assume h : Rd → Rn satisfies the requirements of Theorem A.1. We may then
write

h(x+ r) = h(x) + Jh(x)r + ε, (4.4)

where ε is the vector of error terms satisfying

‖ε‖ ≤ M

2

√
n ‖r‖2 . (4.5)

We thus obtain

q = Jh(x)r + ε. (4.6)

Taking norms, this yields

‖q‖ ≤ ‖Jh(x)‖ ‖r‖+ ‖ε‖ , (4.7)

where ‖Jh‖ is the induced Euclidean matrix norm of Jh. Note the inequality ‖Ax‖ ≤ ‖A‖ ‖x‖ holds for
these norms, a property we used to derive Equation (4.7). Plugging in the upper bound on ‖ε‖, we obtain
a quadratic inequality in ‖r‖:

‖Jh(x)‖ ‖r‖+
M

2

√
n ‖r‖2 − ‖q‖ ≥ 0

Its only viable solution is given by

‖r‖ ≥

√
‖Jh(x)‖2 + 2M

√
n ‖q‖ − ‖Jh(x)‖

M
√
n

. (4.8)

Based on these findings, we can formulate the following theorem:

Theorem 4.1. Let f be an MLP classifier with one hidden layer and assume h : Rd → Rn satisfies the requirements
of Theorem A.1. Then,

∆adv(x; f) ≥

√
‖Jh(x)‖2 + 2M

√
nδ(h(x); f)− ‖Jh(x)‖

M
√
n

.

Note that for this result to work, we have to assume additionally that M 6= 0. This presents no problem
in practice, because if M = 0 then h is in fact a linear function which would contradict the assumption that
g is non-linear.

4.1.2 L-layer MLP

We are now ready to state and prove the general robustness bound for MLPs with an arbitrary number of
hidden layers:
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Theorem 4.2. Let f be an MLP classifier with L hidden layers where hL : Rd → Rn satisfies the requirements of
Theorem A.1. Then for any x ∈ Rd,

∆adv(x; f) ≥

√
‖JhL

(x)‖2 + 2M
√
nδ(hL(x); f)− ‖JhL

(x)‖
M
√
n

.

Proof. Applying Theorem A.1 to hL we obtain

hL(x+ r) = hL(x) + JhL
(x)r + ε,

where

‖ε‖ ≤ M

2

√
n ‖r‖2 .

Thus q = JhL
(x)r + ε and

‖q‖ ≤ ‖JhL
(x)‖ ‖r‖+

M

2

√
n ‖r‖2 .

This is a quadratic inequality in ‖r‖whose solution is given by

‖r‖ ≥

√
‖JhL

(x)‖2 + 2M
√
n ‖q‖ − ‖JhL

(x)‖
M
√
n

.

By Theorem 3.6 we know

‖q‖ ≥ min
c′ 6=c
|(wc −wc′) · hL(x)|
‖wc −wc′‖

.

Hence the theorem follows.

As before, we may assume M 6= 0. An immediate consequence of Theorem 4.2 is

Theorem 4.3. Let f be an MLP classifier with L hidden layers where hL : Rd → Rn satisfies the requirements of
Theorem A.1. Then,

ρadv(f) ≥ Eµ




√
‖JhL

(x)‖2 + 2M
√
nδ(hL(x); f)− ‖JhL

(x)‖
M
√
n


 .

Again, this quantity will usually not be computable since the distribution µwill be unknown. However,
as before, we can approximate the bound using the sample mean.

4.2 Realism of the assumptions

One might rightly ask how realistic the result from Theorem 4.3 actually is. After all, we needed to assume
that the functionhL satisfied the list of assumptions from Theorem A.1. In this section, I will try to show that
these assumptions are quite realistic by deriving them from other realistic assumptions on the activation
functions. Specifically, we have the following

Theorem 4.4. Let f be an MLP classifier with L hidden layers whose activation functions gi are twice differentiable
on R. Assume also that for each gi there exist Ni > 0 and Mi > 0 such that |g′i(x)| ≤ Ni and |g′′i (x)| ≤ Mi for all
x. Then hL(x) = [h

(1)
L (x), . . . , h

(n)
L (x)]T satisfies the following properties:
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1. each h(i)
L is twice differentiable;

2. |∂αh(i)
L (x)| ≤M for all i, |α| = 2 and some M > 0;

3. |∂αh(i)
L (x)| ≤ N for all i, |α| = 1 and some N > 0.

Proof. The proof proceeds by induction on L. The case where L = 0 is trivial, so suppose

1. each h(i)
L is twice differentiable;

2. |∂αh(i)
L (x)| ≤M ′ for all i, |α| = 2 and some M ′ > 0;

3. |∂αh(i)
L (x)| ≤ N ′ for all i, |α| = 1 and some N ′ > 0.

We need to show that hL+1 : Rd → Rn : x 7→ [h
(1)
L+1(x), . . . , h

(n)
L+1(x)]T (where d is the dimensionality of the

input) then satisfies the following properties:

1. h(i)
L+1 is twice differentiable for all i;

2. there exists an M > 0 such that |∂αh(i)
L+1(x)| ≤M for all x, |α| = 2 and i;

3. there exists an N > 0 such that |∂αh(i)
L+1(x)| ≤ N for all x, |α| = 1 and i.

Since hL+1(x) = gL+1(VL+1hL(x) + bL+1) we find

h
(i)
L+1(x) = gL+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


 .

Clearly, since gL+1 is twice differentiable by assumption and h
(j)
L is twice differentiable for all j by the in-

duction hypothesis, h(i)
L+1 is twice differentiable for all i. This shows Item 1. To show Item 2, we distinguish

two cases. First, let

αj =

{
2 j = k
0 otherwise

for some k ∈ {1, . . . , d}. Then

∂αh
(i)
L+1 =

∂2h
(i)
L+1

∂x2
k

=
∂

∂xk


g′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂

∂xk
h

(j)
L (x)




= g′′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i




∑

j

vL+1,i,j
∂

∂xk
h

(j)
L (x)




2

+

g′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂2

∂x2
k

h
(j)
L (x).

Taking absolute values and applying the induction hypothesis, this yields

|∂αh(i)
L+1| ≤ML+1


N ′

∑

j

|vL+1,i,j |




2

+NL+1M
′∑

j

|vL+1,i,j |.
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Hence we may choose

M = ML+1 (N ′s)
2

+NL+1M
′s,

where

s = max
i

∑

j

|vL+1,i,j |.

For the second case, let

αj =

{
1 j ∈ {k1, k2}
0 otherwise

for k1, k2 ∈ {1, . . . , d} and k1 < k2. Of course, this case only applies when d > 1. We find

∂αh
(i)
L+1 =

∂2h
(i)
L+1

∂xk1∂xk2
=

∂

∂xk2


g′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂

∂xk1
h

(j)
L (x)




= g′′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂

∂xk2
h

(j)
L (x)

∑

j

vL+1,i,j
∂

∂xk1
h

(j)
L (x)

+ g′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂2

∂xk1∂xk2
h

(j)
L (x)

Again, taking absolute values and applying the induction hypothesis:

|∂αh(i)
L+1(x)| ≤ML+1


N ′

∑

j

|vL+1,i,j |




2

+NL+1M
′∑

j

|vL+1,i,j |

The result is identical to the first case.
Finally, to show Item 3, we let

αj =

{
1 j = k
0 otherwise

for some k ∈ {1, . . . , d}. Then

∂αh
(i)
L+1 =

∂h
(i)
L+1

∂xk
= g′L+1


∑

j

vL+1,i,jh
(j)
L (x) + bL+1,i


∑

j

vL+1,i,j
∂

∂xk
h

(j)
L (x).

Again taking absolute values and applying the induction hypothesis, we find

|∂αh(i)
L+1| ≤ NL+1N

′∑

j

|vL+1,i,j |.

Hence we may choose

N = (NL+1N
′)max

i

∑

j

|vL+1,i,j |.

This completes the proof.
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By Theorem 4.4, in order for Theorem 4.2 to hold it is sufficient that the activation functions of the MLP
in question be twice differentiable and have bounded first and second derivatives. These assumptions are
not unrealistic: they are satisfied by the logistic sigmoid function, for example. The logistic sigmoid is in
fact just a scaled and shifted version of the hyperbolic tangent:

sigm(x) =
1

2
tanh

(x
2

)
+

1

2
. (4.9)

Since tanh is twice differentiable, so is sigm. Moreover, the first and second derivatives of tanh are bounded
by 1, so the first and second derivatives of sigm are bounded as well. In fact, | tanh(x)| ≤ 1 for all x.

The ReLU activation function presents some problems, however, as it is not differentiable at zero.
Gradient-based optimization requires all activation functions be differentiable, though, so in practice either
a smooth approximation to ReLU is used which is differentiable, such as the softplus function ln(1+exp(x)),
or the value of the derivative is simply set to zero at the origin (Glorot et al. 2011). In both cases it can be
seen that ReLU (as it is used in practice) also satisfies the necessary assumptions for Theorem 4.2 to hold.

4.3 Experiments

Practically speaking, we are interested in two different questions:

1. Is the theoretical bound of Theorem 4.2 ever violated?

2. How much can an actual adversarial perturbation deviate from this bound?

To answer the first question, we evaluate the bound on a number of randomly generated MLPs and check
if the norms of the adversarial perturbations ever violate it. The basic methodology is as follows for a given
dataset D = {xi | i = 1, . . . , N}:

1. Randomly generate an MLP f .

2. For each sample xi ∈ D:

(a) Estimate a minimal adversarial perturbation q to xi for f .

(b) Compute the theoretical lower bound δ of Theorem 4.2 for xi and f .

(c) If δ > ‖q‖, signal an error.

3. Signal that no violations of the theoretical bound occured.

The above process can then be iterated several times to ensure the results are statistically significant. Note
that we do not need any actual class labels attached to the samples xi: all we care about in this scenario is
how much we need to perturb a given sample in order to make the MLP misclassify it. Hence, the MLP
does not need to be trained; all we need are the class labels it assigns to the samples. This also raises the
question where the samples are going to come from. We can parametrize the dimensionality d of the vectors
xi and simply generate N uniform random samples from the real vector space [a, b]d where a, b ∈ R.

For the second question, we also keep track of the deviations during the randomized tests. However,
since randomly generated MLPs are most likely not representative of actual trained MLPs, we also train a
few MLPs for real classification tasks. We then also check if the bound is ever violated and how much the
bound can deviate from the norms of actual adversarial perturbations.

4.3.1 M parameter

The computation of the theoretical bound is straightforward except for the value of M . It is important
that this value be computed as precisely as possible: if we overestimate M , the bound becomes less tight;
if we underestimate M , the bound may be violated. Fortunately, the proof of Theorem 4.4 provides a
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sigm tanh softplus ReLU

First-order 1
4 1 1 1

Second-order 5−3
√

3
30
√

3−54

sinh( 1
2 ln(2+

√
3))

cosh( 1
2 ln(2+

√
3))

3
1
4 0

Table 4.1: Overview of bounds for first and second derivatives of some activation functions

way to estimate M in a layer-wise fashion. Algorithm 4.1 shows how this is done. Note, though, that
the values Ai and Bi still need to be manually determined. This is easy to do for most commonly used
activation functions; see Table 4.1. It is easily seen from Algorithm 4.1 that M could be made equal to zero
for networks containing ReLU activation functions, because the second derivative is bounded by zero. This
would violate the necessary assumption that M > 0, causing the computation of the theoretical bound to
fail. There are several options to work around this problem:

1. initialize M0 to a small positive value instead of 0;

2. return max(ε,ML) at the end instead of ML, where ε > 0 is small;

3. set the bound on the second-order derivative of ReLU to a small positive constant instead of 0.

After trying each of these possibilities, the one that seems to work best is the third option, where we set the
bound of the second-order derivative of ReLU to 1 instead of 0. Note that Algorithm 4.1 will not, in general,
compute an exact value for M ; instead, the result will be an upper bound. From a theoretical point of view,
this is fine since the value computed by Algorithm 4.1 still satisfies the necessary properties; practically
speaking, however, this will make the bound less tight. The main reason why we use the estimate of
Algorithm 4.1 instead of a more exact value is simple: Algorithm 4.1 runs in O (LVRVC) time where L is
the number of layers and VR and VC are the maximum number of rows and columns, respectively, of the
weight matrices of the network. For large networks, this is much more efficient than attempting to directly
maximize |∂αh(i)

L (x)|with respect to x for all i and |α| = 2.

Algorithm 4.1: Computation of M

Data: MLP f with L hidden layers, activation functions gi satisfying |g′i(x)| ≤ Ai and |g′′i (x)| ≤ Bi for
all x.

Result: a value M satisfying |∂αh(i)
L (x)| ≤M for all x, |α| = 2 and i

begin
M0 ← 0
N0 ← 1
for i from 1 to L do

s← max
j

∑
k |vi,j,k|

Mi ← BiN
2
i−1s

2 +AiMi−1s
Ni ← AiNi−1s

end
return ML

end

4.3.2 Results

Randomized tests

The results are shown in Table 4.2. The different columns are
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No. Samples Dimensionality MLPs Layers Units Classes Sample interval Parameter interval Mean Median Std

1 10 2 100 3 10 5 [−1, 1] [−1, 1] 0.6322801 0.5546744 0.3358796
2 10 2 100 3 10 5 [−100, 100] [−1, 1] 0.6404704 0.5849356 0.4163827
3 10 2 100 3 10 5 [−1, 1] [−100, 100] 0.4335774 0.3039111 0.4211190
4 10 20 100 3 10 5 [−1, 1] [−1, 1] 1.1928828 0.9919565 0.9066600
5 10 2 100 3 30 5 [−1, 1] [−1, 1] 0.6533218 0.6304373 0.3057876
6 10 2 100 3 10 50 [−1, 1] [−1, 1] 0.6276122 0.6120808 0.2672927
7 10 2 100 6 20 5 [−1, 1] [−1, 1] 0.6630859 0.6050979 0.2996120
8 100 2 10 3 10 5 [−10, 10] [−1, 1] 0.6561273 0.6170216 0.3212896

Table 4.2: Test results on random MLPs

• Samples: the number of samples used in this test.

• Dimensionality: the number of components per sample.

• MLPs: the number of MLPs tested with these parameters.

• Layers: number of layers per MLP.

• Units: number of hidden units per MLP.

• Classes: number of output classes for each MLP.

• Sample interval: the dataset was generated by sampling all components uniformly from this interval.

• Parameter interval: the parameters of the MLPs were generated by sampling them uniformly from
this interval.

• Mean: average deviation from the theoretical bound.

• Median: median deviation from the theoretical bound.

• Std: Standard deviation of the deviations from the theoretical bound.

Figure 4.1 shows boxplots of average bound deviations for each MLP.

Tests on trained MLPs

Iris dataset The Iris dataset, obtained from the UCI Machine Learning Repository (Lichman 2013), is a
classic dataset in the field of statistics. The dataset consists of four continuous attributes, and each item in
the dataset can belong to one of three classes. The dataset contains fifty examples for each class for a total
of 150 samples. The MLP we trained on this dataset consisted of one hidden layer with five hidden units
and a tanh activation function. The dataset was first standardized and then split up into 70% training data,
20% test data and 10% validation data. The resulting MLP achieves an accuracy of 100% on its test set.

Wine dataset The Wine dataset (Lichman 2013) consists of thirteen continuous attributes. The items can
be classified into one of three classes, each representing a type of wine. The different classes have 59, 71 and
48 examples, respectively, for a total of 178 samples. These were standardized and randomly partitioned
into 70% training data, 20% test data and 10% validation data. The MLP used has two hidden layers with
five and three hidden units, respectively, and both utilize tanh activation functions. The MLP achieved an
accuracy of 100% on its test set.
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Figure 4.1: Boxplots of average bound deviations for MLP tests
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Figure 4.2: Boxplots of deviations of adversarial perturbations from the theoretical bound in trained MLPs

Mean Median Std Min Max

Iris 0.715300 0.557900 0.4791929 0.002236 1.675000
Wine 1.26300 1.13100 0.775758 0.01861 3.23700

Spambase 3.4130 3.0830 1.499317 0.1446 7.5140

Table 4.3: Trained MLP statistics of bound deviations

Spambase dataset The Spambase dataset (Lichman 2013) consists of 57 continuous attributes. These are
all statistics computed from e-mail messages, such as word frequencies and average length of uninterrup-
ted sequences of capital letters. The goal is to classify whether an e-mail is spam or legitimate based on
these data. The dataset consists of 4601 samples, of which 1813 are spam and 2788 are legitimate. Again,
the dataset was standardized and randomly partitioned into 70% training data, 20% test data and 10% val-
idation data. The MLP consisted of three hidden layers with seven, five and three hidden units respectively,
all using tanh activation functions. The network achieved an accuracy of 93.26% on its test set.

Table 4.3 summarizes the relevant statistics for the Iris, Wine and Spambase tests. Figure 4.2 shows
boxplots of the bound deviations detected during these tests.

4.3.3 Discussion

First, it is worth pointing out that no bound violations were ever detected in any of the tests, so empirically
the theoretical bound appears to be valid. As in Chapter 3, however, we observe that the theoretical bound
becomes less tight as the dimensionality of the input increases. This is apparent both in the tests on random
MLPs (compare test 4 to the others) and the tests on trained MLPs (Iris, Wine and Spambase have 4, 13
and 57 attributes, respectively). Also, like before, an increase in sampling interval appears to increase the
standard deviation, though the effect is less pronounced.
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4.4 Improving the robustness of MLPs

Given the theoretical and empirical evidence for the validity of the bound of Theorem 4.2, it is natural to
ask whether it can be used to increase the robustness of MLP classifiers without sacrificing accuracy. The
first and most obvious approach that comes to mind is to simply add the theoretical lower bound to the cost
function as an additional penalty to be maximized. The drawback, of course, is that the theoretical bound
requires computation of the Jacobian of the entire neural network, which quickly becomes infeasible for
large networks. A computationally simpler idea is to add δ(hL(x); f) to the cost function instead of the full
bound. Though less precise, this quantity only depends on the linear classifier applied at the output layer,
and maximizing it should clearly increase the lower bound on the robustness as well. The regularized cost
function thus becomes

L1(x, y) = L(x, y)− `δ(hL(x); f).

Here, ` ∈ R is the regularization parameter. Figure 4.3 shows the results when tested on the Iris, Wine and
Spambase datasets. There are two curves for each plot:

• Accuracy: the accuracy of the network when tested on the entire dataset.

• Error: the error rate of the network. This is the fraction of samples from the dataset that we are able
to perturb using FGS or FGV such that it is classified differently.

As we can see, the regularization appears to decrease the adversarial error rate, but at a significant cost
in accuracy. The Iris and Wine MLPs seem particularly affected by this, but the Spambase MLP can also
dip to about 60%, which is unacceptable. Simple regularization thus does not seem like a viable option for
increasing robustness...

39



(a) Iris (b) Wine

(c) Spambase

Figure 4.3: Accuracy, error rate and minimal adversarial perturbations when regularizing only the output
layer.
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Chapter 5

Convolutional Neural Networks

Finally, we study Convolutional Neural Networks (CNNs), which are among the most popular state-of-the-
art neural network architectures. These networks can be used for all sorts of tasks, but here we will always
assume they are used for the classification of images. CNNs can consist of many different types of layers,
but crucially they always employ at least one convolution operation (hence their name). The incredible
diversity in CNN architectures will force us to adopt a modular approach to analyzing their robustness
bounds, where we will study each layer in isolation given only the robustness bounds on the next layer.
Although this need not be the case in general, we assume throughout this chapter that CNNs (like MLPs)
have a linear classifier at their output layer and thus are at heart linear classifiers of their feature space. This
enables us to use the results from the previous chapters to derive lower bounds on the robustness of CNNs.

5.1 Practical examples

Before attempting to analyze the robustness of CNNs to adversarial perturbations, it can be enlightening to
gain more intuition about how they work by studying several practical CNNs that have been proposed in
the literature.

5.1.1 LeNet-5

LeNet-5 (LeCun et al. 1998a) was one of the first CNNs applied to the task of handwritten digit recogni-
tion which outperformed all techniques at the time of its proposal. Figure 5.2 shows a schematic of the
network’s architecture. The network is constructed to be used on the MNIST dataset, short for Modified
National Institute of Standards and Technology (LeCun et al. 1998b). This is a well-known dataset in ma-
chine learning. It contains 70,000 grayscale images of size 28 × 28, each containing a single handwritten
digit from 0 to 9. It is considered to be the “hello world” equivalent of machine learning, as it is a relatively
simple dataset to work with and train models on. Figure 5.1 shows a few samples from MNIST.

5.1.2 CIFAR-NIN

This network is designed to be used on the CIFAR-10 dataset (Krizhevsky et al. 2009). Named after the
Canadian Institute for Advanced Research, this dataset consists of 60,000 32 × 32 colour images in 10
classes, with 6000 images per class. Figure 5.3 shows a few random samples from this dataset along with
their classes. The suffix “NIN” is appended because the network utilizes a technique called Network-in-
Network, proposed by Lin et al. 2013. The idea is that instead of only using the traditional convolution-
pooling pipeline, small MLPs are used. These are called mlpconv layers, since they are designed to combine
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Figure 5.1: Some MNIST samples

Figure 5.2: Schematic diagram of LeNet-5 architecture.
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Figure 5.3: Some CIFAR-10 samples

a linear convolution with a Multi-Layer Perceptron. In an ordinary convolution, the feature maps are com-
puted by

fijk = max{0,wk · xij}.

Here (i, j) is the pixel index in the feature map, xij stands for the input patch centered at location (i, j),
and k is used to index the channels of the feature map. An mlpconv layer, on the other hand, performs the
following calculations:

f1
i,j,k1 = max{0,wk1 · xij + bk1}

...
fni,j,kn = max{0,wkn · xij + bkn}

Here, n denotes the number of layers of the MLP. The network used in Lin et al. 2013 to gauge the perform-
ance of their approach on the CIFAR-10 dataset achieved a test error of 10.41% on the test set.

5.1.3 AlexNet

AlexNet (Krizhevsky et al. 2012b) is noteworthy for lighting the spark that set off the deep learning “re-
volution” by obtaining state-of-the-art performance on the ILSVRC-2012 competition (Russakovsky et al.
2015), where it won first place with an average error rate of 15.3% (the second-best entry had an average
error rate of 26.2%). Its architecture is shown schematically in Figure 5.4.

5.1.4 VGGNet

VGGNet (short for Visual Geometry Group Network), introduced by Simonyan et al. 2015, was the first
network that managed to push the depth of neural networks to up to 19 layers. This was accomplished
by reducing the size of all convolutional kernels to 3 × 3, whereas previous networks commonly utilized
kernels of size 11×11 or 7×7. Simonyan et al. 2015 secured the first and the second places in the localisation
and classification tracks respectively of the ImageNet Challenge 2014.
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Figure 5.4: AlexNet architecture.

5.1.5 GoogLeNet

GoogLeNet (Szegedy et al. 2015) was responsible for setting the new state of the art for classification and
detection in ILSVRC-2014. Figure 5.5 shows a schematic of GoogLeNet architecture. At 27 layers deep,
it would not be very instructive to describe its architecture in detail. Instead, we will focus on its most
distinguishing feature: the Inception module, depicted in Figure 5.6. An Inception network is a network
consisting of Inception modules stacked on top of each other, with occasional max-pooling layers with
stride 2 to halve the resolution of the grid. One benefit of using Inception modules is computational effi-
ciency: the dimension reducing 1× 1 convolutions allow for increasing both the width of each layer as well
as the number of layers without an uncontrolled blow-up in computational complexity. Also, by stacking
multiple Inception modules on top of each other, the network was able to achieve a great increase in ac-
curacy. Thus, since Inception modules are computationally cheap and stacking them appears to increase
accuracy dramatically, GoogLeNet consists of many Inception modules stacked together.

5.1.6 ResNet

ResNet (He et al. 2016), or Deep Residual Networks, is based on the idea that residual mappings are easier
to optimize than the original, unreferenced mappings. Formally, if the underlying mapping to be learned
by the network is h(x), the network is trained to fit the residual f(x) = h(x) − x. The original mapping
is then recast into f(x) + x. This is implemented in a feedforward neural network using “shortcut con-
nections”, depicted in Figure 5.7. These connections simply perform identity mapping, and their output
is added to the output of the stacked layers. ResNet is noteworthy for winning the ILSVRC 2015 with a
3.57% top-5 error rate. He et al. 2016 study several residual networks with depths ranging from 34 to 152
layers. Remarkably, the shortcut connections they introduced allowed them to still be able to efficiently
train residual networks with up to 152 layers.

5.2 Robustness of CNNs to adversarial perturbations

The biggest problem facing the analysis of robustness of CNNs is the fact that CNN architectures can,
in principle, consist of any random combination of different layer types. Comparing the architectures of
several practical CNNs such as LeNet (LeCun et al. 1998a), AlexNet (Krizhevsky et al. 2012b), GoogLeNet
(Szegedy et al. 2015) and ResNet (He et al. 2016), it would seem the only useful approach is a “modular”
one. If we succeed in lower-bounding the robustness of some layer given the robustness of the next layer,
we can work our way backwards through the network, starting at the output layer and “backpropagating”
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Figure 5.5: GoogLeNet architecture.
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Figure 5.6: Inception module with dimensionality reductions. The reductions are highlighted in yellow;
max-pooling is highlighted in red since it is applied only occasionally.

Figure 5.7: Shortcut connections in ResNet.
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until we reach the input layer. That way, our approach can be applied to any CNN as long as the robustness
bounds of the different layer types have been established. The obvious downside of this idea is that we
most likely introduce cumulative approximation errors which increase as the number of layers of the CNN
increases. In turn, however, we get a flexible (and hopefully efficient) framework which can handle any
CNN architecture composed of known layer types.

5.2.1 Convolutional layers

Suppose we have a convolutional layer whose input consists of a 3D tensor X ∈ Rc×d×d (the ImageNet
dataset, for example, consists of 224 × 224 RGB images, so a CNN used for ImageNet classification might
have convolutional layers where c = 3 and d = 224). The layer has k kernel tensors Wi ∈ Rc×q×q (i =
1, . . . , k) with stride s and a bias vector b ∈ Rk (i.e. one scalar bias parameter per feature map). In a slight
abuse of notation, we will write W?X to denote the output of convolving X with each of the k kernel tensors
Wi. This output is a 3D tensor of size k × t × t where t = d−q

s + 1 and (W ? X)i = Wi ? X. The different
components (W ? X)i constitute the feature maps of this convolutional layer. We will also write W ? X + b
to signify the tensor W ? X where each of the k feature maps has its respective bias added in:

(W ? X + b)ijk = (Wi ? X)jk + bi.

The next layer of the network is assumed to have a robustness bound of κ, in the sense that any adversarial
perturbation Q to X must satisfy ‖Q‖F ≥ κ. We can now attempt to bound the norm of a perturbation R to
X such that

‖ReLU(W ? (X + R) + b)‖F = ‖ReLU(W ? X + b)‖F + κ. (5.1)

Using Lemma A.2 we find1

‖ReLU(W ? (X + R) + b)‖F = ‖ReLU(W ? X + W ? R + b)‖F
≤ ‖ReLU(W ? X + b) + ReLU(W ? R)‖F
≤ ‖ReLU(W ? X + b)‖F + ‖ReLU(W ? R)‖F .

This yields

‖ReLU(W ? R)‖F ≥ κ.

A necessary condition for this equality to hold is (Lemma A.2)

‖W ? R‖F = κ. (5.2)

Thanks to Lemma A.4, we may rewrite Equation (5.2) as

‖R‖F ≥
κ

‖W‖F
.

Hence we finally find

Theorem 5.1. Consider a convolutional layer with filter tensor W ∈ Rk×c×q×q and stride s whose input consists of
a 3D tensor X ∈ Rc×d×d. Suppose the next layer has a robustness bound of κ, then any adversarial perturbation to
the input of this layer must satisfy

‖R‖F ≥
κ

‖W‖F
.

1Note that even though W ? (X+R) + b does not represent a real convolution in this context, the linearity property of Lemma A.2
still applies.
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5.2.2 Pooling layers

In the following, assume we have a pooling layer whose pooling operation is p and whose input is X ∈
Rc×d×d. Denote the output of this layer by Z(X), then we have

zijk(X) = p({xi,n+s(j−1),m+s(k−1) | 1 ≤ n,m ≤ q}).

The output tensor Z(X) has dimensions c× (d−qs + 1)× (d−qs + 1). For ease of notation, we let t = d−q
s + 1

and we will assume each pooling operation has an associated function I such that

zijk(X) = p({xinm | (n,m) ∈ I(j, k)}).

In the literature, the set I(j, k) is referred to as the receptive field of the pooling layer. Each receptive field
corresponds to some q × q region in the input X. To facilitate the analysis of the pooling layers, we make
the following assumption:

Assumption 5.2. The pooling operation satisfies

zijk(X + R) ≤ zijk(X) + zijk(R).

Assuming any adversarial perturbation Q to the input of the next layer needs to satisfy ‖Q‖F ≥ κ,
Assumption 5.2 implies we have to solve the following equation:

‖Z(R)‖F ≥ κ. (5.3)

A necessary condition for Equation (5.3) to hold is to have

|zijk(R)| ≥ κ

t
(5.4)

for at least one element zijk(R). How this can be done depends on the precise nature of the pooling opera-
tion.

MAX-pooling

MAX-pooling reduces the dimensionality of the input by taking the maximum of all q × q regions within
the receptive field:

zijk(X) = max{xinm | (n,m) ∈ I(j, k)}.

Proof that MAX-pooling satisfies Assumption 5.2 is given in Lemma A.5. In order to satisfy Equation (5.4),
it is clearly necessary to set at least one component of R equal to or greater than κ/t in absolute value. This
yields

‖R‖F ≥
κ

t
. (5.5)

Lp pooling

An Lp pooling layer produces as output the Lp norm of its input:

zijk(X) =


 ∑

(n,m)∈I
|xinm|p




1
p

.
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Here, we will always assume that p > 0. Proof that Lp-pooling satisfies Assumption 5.2 is given in
Lemma A.6. In order to satisfy Equation (5.4), we must have

‖vijk(R)‖p ≥
κ

t
(5.6)

for some i, j, k. For Equation (5.6) to be satisfied, there must be at least one element rlmn in some receptive
field of R such that

|rlmn| ≥
κ

tq2/p
.

Since there will be at least one receptive field, at least one element of R must satisfy this requirement and
hence

‖R‖F ≥
κ

tq2/p
. (5.7)

Note the nice property that as p→∞we find

‖R‖F ≥
κ

t
,

which is the bound for MAX-pooling.

Average pooling

An average pooling layer takes the average of all its inputs:

zijk(X) =
1

q2

∑

(n,m)∈I
xinm.

Proof that average pooling satisfies Assumption 5.2 is given in Lemma A.7. Note that, contrary to all the
other pooling operations studied here, Assumption 5.2 holds with equality in the case of average pooling.
To satisfy Equation (5.4), it is necessary that at least one element of R be greater than or equal to κ/t in
absolute value. We thus find

‖R‖F ≥
κ

t
. (5.8)

Finally, we have

Theorem 5.3. Consider a pooling layer whose operation satisfies Assumption 5.2. Let the input be of size c× d× d
and the receptive field of size q × q. Let the output be of size c × t × t. If the robustness bound of the next layer is κ,
then the following bounds hold for any adversarial perturbation R:

• MAX or average pooling:

‖R‖F ≥
κ

t
.

• Lp pooling:

‖R‖F ≥
κ

tq2/p
.
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5.2.3 Batch Normalization layers

Batch Normalization (BN), introduced in Ioffe et al. 2015, aims to eliminate a phenomenon called internal
covariate shift. The idea is that, during training, the distribution of inputs to the different internal nodes of
a neural network is subject to change due to the modification of network parameters, and these changes
slow down the convergence of the optimizer. Eliminating this shift can speed up the learning process
dramatically. Ioffe et al. 2015 accomplish this by introducing a normalization step which fixes the means
and variances of layer inputs. During training, this is done by normalizing and linearly transforming the
activations of a mini-batch as follows:

yk = γk
xk − µk√
σ2
k + ε

+ βk.

Here, xk is the kth component of a sample x ∈ Rd from the mini-batch, µk and σ2
k are the mean and variance,

respectively, of the values of the entire mini-batch along the kth dimension, ε is a small non-negative value
used to aid numerical stability and γk, βk are learnable parameters. Once the network has been trained, the
normalization is changed to

yk = γk
xk − E[xk]√
Var[xk] + ε

+ βk.

In this case, the population statistics are used instead of mini-batch statistics. The resulting vector y is
written as

y = BN(x).

Assuming the next layer has a robustness of κ, we have to find a perturbation r to x such that

‖BN(x+ r)‖ = ‖BN(x)‖+ κ.

Note that

‖BN(x+ r)‖2 =
∑

k

(
y2
k + γ2

k

r2
k + 2rk(xk − E[xk])

Var[xk] + ε
+ 2γkβk

rk√
Var[xk] + ε

)

= ‖BN(x)‖2 +
∑

k

(
γ2
k

r2
k + 2rk(xk − E[xk])

Var[xk] + ε
+ 2γkβk

rk√
Var[xk] + ε

)
.

Moreover,

‖BN(x+ r)‖2 = ‖BN(x)‖2 + 2κ ‖BN(x)‖+ κ2.

So we find

2κ ‖BN(x)‖+ κ2 =
∑

k

(
γ2
k

r2
k + 2rk(xk − E[xk])

Var[xk] + ε
+ 2γkβk

rk√
Var[xk] + ε

)

=
∑

k

γkrk
Var[xk] + ε

(
γkrk + 2γk(xk − E[xk]) + 2βk

√
Var[xk] + ε

)
.

Let

φk =
γk

Var[xk] + ε
,

χk = 2γk(xk − E[xk]) + 2βk
√

Var[xk] + ε,
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then we may write

2κ ‖BN(x)‖+ κ2 =
∑

k

φkrk(γkrk + χk). (5.9)

It now follows that in order to satisfy Equation (5.9), there must exist at least one j such that

φjrj(γjrj + χj) ≥
2κ ‖BN(x)‖+ κ2

d
.

Let

ψ =
2κ ‖BN(x)‖+ κ2

d
,

then we find the following quadratic inequality in rj :

φjγjr
2
j + φjχjrj − ψ ≥ 0. (5.10)

The bounds on its solutions are given by

±
√
φ2
jχ

2
j + 4φjγjψ − φjχj

2φjγj
.

These solutions only exist when φ2
jχ

2
j + 4φjγjψ ≥ 0, i.e.

γ2
j (xj − E[xj ])

2 + 2γjβj(xj − E[xj ])
√

Var[xj ] + ε+ β2
j (Var[xj ] + ε) ≥ −ψ(Var[xj ] + ε)

(
γj(xj − E[xj ]) + βj

√
Var[xj ] + ε

)2

≥ −ψ(Var[xj ] + ε).

This is clearly the case, since the LHS is always positive while the RHS is always negative. Note that it is
perfectly legal for rj to be negative. Since φjγj ≥ 0 the solutions are given by

rj ≤ ρ1,j = −

√
φ2
jχ

2
j + 4φjγjψ + φjχj

2φjγj
,

rj ≥ ρ2,j =

√
φ2
jχ

2
j + 4φjγjψ − φjχj

2φjγj
.

Let δj = min{|ρ1,j |, |ρ2,j |}.

Lemma 5.4. For all j, it holds that |rj | ≥ δj .

Proof. Suppose first that φjχj ≥ 0. Note the following properties:

φjγj ≥ 0,
√
φ2
jχ

2
j + 4φjγjψ ≥ φjχj ,

ρ1,j ≤ 0,

ρ2,j ≥ 0.

Hence, in this case, |ρ1,j | ≥ ρ2,j and so δj = ρ2,j . If |rj | < δj , then |rj | < ρ2,j . This can happen for two
reasons:
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• 0 < rj < ρ2,j .

• −ρ2,j < rj < 0.

In both cases, we find rj > ρ1,j and rj < ρ2,j , which is a contradiction.
Suppose now that φjχj < 0. We have

φjγj ≥ 0,
√
φ2
jχ

2
j + 4φjγjψ ≥ −φjχj ,

ρ1,j ≤ 0,

ρ2,j ≥ 0.

In this case, |ρ1,j | ≤ ρ2,j and so δj = |ρ1,j |. If |rj | < |ρ1,j |, this is because of two possible reasons:

• 0 < rj < |ρ1,j |.
• ρ1,j < rj < 0.

In both cases, we find rj > ρ1,j and rj < ρ2,j , which is a contradiction.
We conclude that |rj | ≥ δj for all j.

Lemma 5.5. For all j we must have ‖r‖ ≥ δj .
Proof. We know that |rj | ≤ ‖r‖ and by Lemma 5.4 we have δj ≤ |rj |. Hence, δj ≤ |rj | ≤ ‖r‖ for all j.

A direct corollary of the above results is

Theorem 5.6. Consider a Batch Normalization layer whose input is given by x ∈ Rd and whose output is BN(x).
Let the robustness of the next layer be bounded by κ, then any adversarial perturbation r to x must satisfy

‖r‖ ≥ max
j
δj ,

where

δj = min{|ρ1,j |, |ρ2,j |},

ρ1,j = −

√
φ2
jχ

2
j + 4φjγjψ + φjχj

2φjγj
,

ρ2,j =

√
φ2
jχ

2
j + 4φjγjψ − φjχj

2φjγj
,

φj =
γj

Var[xj ] + ε
,

χj = 2γj(xj − E[xj ]) + 2βj

√
Var[xj ] + ε,

ψ =
2κ ‖BN(x)‖+ κ2

d
,

and γj , βj are the learnable parameters of the Batch Normalization.

It is interesting to explore if this bound may ever be trivial, i.e. equal to zero. For this to happen, there
must be a j such that ρ1,j = 0 or ρ2,j = 0. In both cases, it is necessary that

φ2
jχ

2
j + 4φjγjψ = φ2

jχ
2
j .

This implies φjγjψ = 0, so at least one of φj , γj or ψ must be zero. For φj to be zero, we must have γj = 0;
for ψ = 0, we must have κ = 0. Assuming (as is realistic) κ > 0, we find γj = 0. So the bound of Theorem 5.6
is only trivial in case the BN layer itself is trivial along at least one dimension, i.e. when it always outputs
a constant βj regardless of the value of xj .
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5.2.4 Local Response Normalization layers

Local Response Normalization (LRN), introduced by Krizhevsky et al. 2012b, implements a form of lateral
inhibition inspired by the type found in real neurons, creating competition for big activities amongst neuron
outputs computed using different kernels. Denoting by aixy the activity of a neuron computed by applying
kernel i at position (x, y) and then applying the ReLU nonlinearity, the response-normalized activity bixy is
given by the expression

bixy = aixy


k + α

min(N−1,i+n/2)∑

l=max(0,i−n/2)

a2
lxy



−β

,

where N is the total number of kernels in the layer and the sum runs over n “adjacent” kernel maps at
the same spatial position. The constants k, n, α, β are hyperparameters of the LRN. Krizhevsky et al. 2012b
used k = 2, n = 5, α = 10−4 and β = 0.75 in their AlexNet CNN.

For an input tensor X ∈ Rc×d×d, the result of applying LRN to X is written as LRN(X). It is our objective
to find a perturbation R ∈ Rc×d×d such that

‖LRN(X + R)‖F = ‖LRN(X)‖F + κ, (5.11)

where κ is the robustness of the next layer. We can make use of Taylor’s theorem to find

LRN(X + R)ixy = LRN(X)ixy +∇x LRN(X)ixy · r + εixy,

where we have shortened X to x and R to r, and

|εixy| ≤
Mixy

2
‖r‖2 .

Here, Mixy is a real number satisfying

|∂α LRN(Z)ixy| ≤Mixy

for all Z and |α| = 2. Note that ‖r‖ = ‖R‖F , so we obtain (using the Cauchy-Schwarz inequality)

|LRN(X + R)ixy| ≤ |LRN(X)ixy|+ ‖∇x LRN(X)ixy‖ ‖R‖F +
Mixy

2
‖R‖2F .

By Equation (5.11) we know at least one component (i, x, y) of LRN(X + R) must satisfy

|LRN(X + R)ixy| ≥
‖LRN(X)‖F + κ

d
√
c

.

We thus find a quadratic inequality in ‖R‖F :

Mixy

2
‖R‖2F + ‖∇x LRN(X)ixy‖ ‖R‖F + |LRN(X)ixy| −

‖LRN(X)‖F + κ

d
√
c

≥ 0. (5.12)

For notational simplicity, let

δixy = |LRN(X)ixy| −
‖LRN(X)‖F + κ

d
√
c

.

Lemma 5.7. For at least one (i, x, y) it holds that δixy < 0.
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Proof. Suppose δixy ≥ 0 for all (i, x, y), then

|LRN(X)ixy| ≥
‖LRN(X)‖F + κ

d
√
c

.

This implies

‖LRN(X)‖F ≥ ‖LRN(X)‖F + κ.

This is impossible since κ > 0.

Define

∆ = {(i, x, y) | δixy < 0}.

By Lemma 5.7, ∆ is non-empty.

Lemma 5.8. Equation (5.12) must be satisfied by all components a ∈ ∆.

Proof. Let a ∈ ∆ and suppose Equation (5.12) is not satisfied by a, i.e.

Ma

2
‖R‖2F + ‖∇x LRN(X)a‖ ‖R‖F + |LRN(X)a| <

‖LRN(X)‖F + κ

d
√
c

.

Note that since a ∈ ∆ we have δa < 0 and so

|LRN(X)a| <
‖LRN(X)‖F + κ

d
√
c

.

This is a necessary condition for Equation (5.12) to be violated by a. We now find

|εa|+ ‖∇x LRN(X)a‖ ‖R‖F + |LRN(X)a| < |LRN(X + R)a|.

However, this is clearly contradicted by the Taylor expansion of |LRN(X + R)a|.

Theorem 5.9. Any adversarial perturbation R to an LRN layer must satisfy

‖R‖F ≥ max
a∈∆

λa,

where

λa =

√
‖∇x LRN(X)a‖2 − 2Maδa − ‖∇x LRN(X)a‖

Ma
.

Proof. Let a ∈ ∆, then by Lemma 5.8 we must have

Ma

2
‖R‖2F + ‖∇x LRN(X)a‖ ‖R‖F + δa ≥ 0

The only viable solution to this inequality is given by

‖R‖F ≥

√
‖∇x LRN(X)a‖2 − 2Maδa − ‖∇x LRN(X)a‖

Ma
.

This inequality holds for arbitrary a ∈ ∆, from which the result follows.
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The components of∇x LRN(X)a are easy to determine. Let j 6= a, then

∇x LRN(X)a,j = −2xjxaαβ

(
k + α

∑

l

x2
l

)−β−1

.

Furthermore,

∇x LRN(X)a,a = −2x2
aαβ

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β
.

The only obstacle to computing the bound from Theorem 5.9 is an efficient algorithm for determining
Ma for all a ∈ ∆. To do this, we first make the following assumption:

Assumption 5.10. For any LRN layer it holds that α > 0, 0 < β < 1 and k > 0.

Assumption 5.10 holds for AlexNet and GoogLeNet (in fact, GoogLeNet uses the exact same hyperpara-
meters for LRN as AlexNet), so it is not entirely unrealistic. If Assumption 5.10 holds, we find

Lemma 5.11. For any a ∈ ∆ we have

Ma ≤ 4xmaxαβ
(
x2

maxα(β + 1)k−β−2 + k−β−1
)

+ 2xmaxαβk
−β−1,

where

xmax = max
i,x,y
|xixy|.

Proof. Let a ∈ ∆ and let α be a multi-index with |α| = 2. Note it is always the case that

max{0, i− n/2} ≤ i ≤ min{N − 1, i+ n/2}.

There are several cases to consider:

• αj1 = αj2 = 1 where j1 6= j2.

– j1 6= a and j2 6= a. Then we have

∂α LRN(X)a =
∂2

∂xj1∂xj2


xa

(
k + α

∑

l

x2
l

)−β


= xa
∂2

∂xj1∂xj2

(
k + α

∑

l

x2
l

)−β

= −xaαβ
(
k + α

∑

l

x2
l

)−β−1
∂2

∂xj1∂xj2

∑

l

x2
l

= 0.

– j1 = a. Then we have

∂α LRN(X)a =
∂2

∂xa∂xj2


xa

(
k + α

∑

l

x2
l

)−β
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First, we compute

∂

∂xa


xa

(
k + α

∑

l

x2
l

)−β
 = xa

∂

∂xa

(
k + α

∑

l

x2
l

)−β
+

(
k + α

∑

l

x2
l

)−β

= −xaβ
(
k + α

∑

l

x2
l

)−β−1
∂

∂xa

(
k + α

∑

l

x2
l

)
+

(
k + α

∑

l

x2
l

)−β

= −2x2
aαβ

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β
.

Then,

∂

∂xj2


−2x2

aαβ

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β
 =

−2x2
aαβ

∂

∂xj2

(
k + α

∑

l

x2
l

)−β−1

+
∂

∂xj2

(
k + α

∑

l

x2
l

)−β
=

4x2
axj2α

2β(β + 1)

(
k + α

∑

l

x2
l

)−β−2

− 2xj2αβ

(
k + α

∑

l

x2
l

)−β−1

.

Taking absolute values, we get

|∂α LRN(X)a| ≤ 2xmaxαβ(2x2
maxα(β + 1)k−β−2 + k−β−1).

– j2 = a. Then we have

∂α LRN(X)a =
∂2

∂xj1∂xa


xa

(
k + α

∑

l

x2
l

)−β


We first compute

∂

∂xj1


xa

(
k + α

∑

l

x2
l

)−β
 = −xaβ

(
k + α

∑

l

x2
l

)−β−1
∂

∂xj1

(
k + α

∑

l

x2
l

)

= −2xj1xaαβ

(
k + α

∑

l

x2
l

)−β−1

.

Then

∂

∂xa


−2xj1xaαβ

(
k + α

∑

l

x2
l

)−β−1

 =

−2xj1αβ


xa

∂

∂xa

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β−1

 =

−2xj1αβ


−2x2

aα(β + 1)

(
k + α

∑

l

x2
l

)−β−2

+

(
k + α

∑

l

x2
l

)−β−1

 .

Taking absolute values:

|∂α LRN(X)a| ≤ 2xmaxαβ
(
2x2

maxα(β + 1)k−β−2 + k−β−1
)
.
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• αj = 2.

– j 6= a. Then

∂α LRN(X)a =
∂2

∂x2
j


xa

(
k + α

∑

l

x2
l

)−β


= xa
∂2

∂x2
j

(
k + α

∑

l

x2
l

)−β

First, compute

∂

∂xj

(
k + α

∑

l

x2
l

)−β
= −2xjαβ

(
k + α

∑

l

x2
l

)−β−1

Then

∂

∂xj


−2xjαβ

(
k + α

∑

l

x2
l

)−β−1

 = −2αβ

∂

∂xj


xj

(
k + α

∑

l

x2
l

)−β−1



= −2αβ


xj

∂

∂xj

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β−1



= −2αβ


−2x2

jα(β + 1)

(
k + α

∑

l

x2
l

)−β−2

+

(
k + α

∑

l

x2
l

)−β−1

 .

Thus

∂α LRN(X)a = −2xaαβ


−2x2

jα(β + 1)

(
k + α

∑

l

x2
l

)−β−2

+

(
k + α

∑

l

x2
l

)−β−1

 .

Taking absolute values:

|∂α LRN(X)a| ≤ 2xmaxαβ
(
2x2

maxα(β + 1)k−β−2 + k−β−1
)
.

– j = a. Then

∂α LRN(X)a =
∂2

∂x2
a


xa

(
k + α

∑

l

x2
l

)−β


First compute

∂

∂xa


xa

(
k + α

∑

l

x2
l

)−β
 = −2x2

aαβ

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β
.
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Then

∂

∂xa


−2x2

aαβ

(
k + α

∑

l

x2
l

)−β−1

+

(
k + α

∑

l

x2
l

)−β
 =

∂

∂xa


−2x2

aαβ

(
k + α

∑

l

x2
l

)−β−1

+

∂

∂xa

(
k + α

∑

l

x2
l

)−β
=

−2αβ


x2

a

∂

∂xa

(
k + α

∑

l

x2
l

)−β−1

+ 2xa

(
k + α

∑

l

x2
l

)−β−1

− 2xaαβ

(
k + α

∑

l

x2
l

)−β−1

=

−2αβ


−2x3

aα(β + 1)

(
k + α

∑

l

x2
l

)−β−2

+ 2xa

(
k + α

∑

l

x2
l

)−β−1

− 2xaαβ

(
k + α

∑

l

x2
l

)−β−1

.

Taking absolute values:

|∂α LRN(X)a| ≤ 4xmaxαβ
(
x2

maxα(β + 1)k−β−2 + k−β−1
)

+ 2xmaxαβk
−β−1.

Hence we find

Ma ≤ max

{
2xmaxαβ(2x2

maxα(β + 1)k−β−2 + k−β−1),
4xmaxαβ

(
x2

maxα(β + 1)k−β−2 + k−β−1
)

+ 2xmaxαβk
−β−1

}
.

It is easy to see that this implies

Ma ≤ 4xmaxαβ
(
x2

maxα(β + 1)k−β−2 + k−β−1
)

+ 2xmaxαβk
−β−1.

5.2.5 Flattening

The feature maps of the convolutional and pooling layers must be flattened before they can be passed into
an MLP. The robustness of MLPs is characterized in terms of the Euclidean norm of the minimal perturba-
tion necessary to change the output classification. Hence, if the robustness of the MLP is bounded by κ and
the input is a flattened c× d× d tensor X, then any adversarial perturbation Q to X must satisfy

∥∥Q
∥∥ ≥ κ.

By Lemma A.2 this is equivalent to

‖Q‖F ≥ κ.

5.2.6 Computing the robustness bounds of a CNN

Using the formulas derived in the previous sections, it is possible to construct an algorithm for computing
a lower bound on the norm of the smallest perturbation that has to be applied to the input matrix in order
to yield a different classification at the output. Algorithm 5.1 shows how this can be done.

5.3 Experimental results

For our experiments, we focus on two networks: LeNet-5 and CIFAR-NIN. Both of these networks are
available in the Caffe framework (Jia et al. 2014), of which we made grateful use throughout the following
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Algorithm 5.1: Computing robustness bounds of a CNN

Data: A CNN f with L layers and an input X to f .
Result: A lower bound on the Frobenius norm of any R such that f(X + R) 6= f(X).
begin

Let κL be a lower bound on the adversarial robustness of the MLP at the end of the CNN.
foreach layer l of the CNN from L− 1 to 1 do

Let κl be a lower bound on the Frobenius norm of any adversarial perturbation, computed
using κl+1 and the inequalities given above.

end
return κ1

end

Network Normalized theoretical bound Normalized empirical bound Rate

LeNet-5 7.274294e−8 0.9334476 99.94%
CIFAR-NIN 1.579417e−17 0.3129927 93.04%

Table 5.1: Theoretical and empirical robustness bounds on different convolutional networks

sections for carrying out tests and running experiments. Caffe (short for Convolutional Architecture for
Fast Feature Embedding) provides a clean and modifiable framework for state-of-the-art deep learning
algorithms and a collection of reference models. The framework is a BSD-licensed C++ library with Python
and MATLAB bindings for training and deploying general-purpose convolutional neural networks and
other deep models efficiently on commodity architectures.

Table 5.1 shows theoretical and empirical bounds on the Frobenius norms of adversarial perturbations
for LeNet-5 and CIFAR-NIN. These bounds were computed by averaging over all samples in their respect-
ive test sets (MNIST for LeNet-5 and CIFAR-10 for CIFAR-NIN) and then normalized by dividing by the
number of pixels in the input (i.e. 28× 28 for LeNet and 3× 32× 32 for CIFAR-NIN). The table also shows
the percentage of samples we were able to adversarially perturb using FGS. Figure 5.11 shows boxplots of
ε values used in FGS; Table 5.2 summarizes the statistics.

5.3.1 Discussion

LeNet-5 Due to the pixel values of MNIST samples lying in the interval [0, 255], the epsilon for FGS on
LeNet-5 was upper-bounded by 100 instead of 1. Figure 5.8 shows a selection of samples that were ad-
versarially perturbed in the tests for LeNet-5. Figure 5.10a shows a heatmap of the effects of adversarial
perturbations on LeNet-5 classification. Of the 10,000 samples in the MNIST test set, only six were not mis-
classified after perturbation. Curiously, these six samples all belong to the class “8”, which coincidently is
also the class with the highest number of perturbed samples: 4,767 perturbed samples were misclassified
as “8”, the highest figure by far. This is followed by 1,921 samples for “3” and 1,078 samples for “2”.

CIFAR-NIN As with the MNIST dataset, the pixel values of CIFAR-10 samples lie in the interval [0, 255].
As such, a maximum ε of 100 was used. Figure 5.10b shows a heatmap of the effects of adversarial perturba-
tions on CIFAR-NIN classification. Ignoring perturbations that had no effect, we find that the most common
mistakes are confusing class 8 (“ship”) with class 0 (“airplane”), followed by class 1 (“automobile”) with
class 9 (“truck”) and class 5 (“dog”) with class 3 (“bird”). Figure 5.9 shows a selection of adversarial ex-
amples for CIFAR-NIN.

Although the theoretical bounds on average deviate considerably from the perturbations found by FGS,
one has to take into consideration that the theoretical bounds were constructed to provide a worst-case
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(a) 7 misclassified as 3 with ε = 18.69. (b) 2 misclassified as 8 with ε = 37.86.

(c) 1 misclassified as 8 with ε = 15.93. (d) 0 misclassified as 5 with ε = 40.45.

(e) 9 misclassified as 4 with ε = 20.31. (f) 4 misclassified as 8 with ε = 12.12.

Figure 5.8: Selection of adversarial examples for LeNet-5
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(a) Cat misclassified as dog with ε = 1.32. (b) Ship misclassified as truck with ε = 31.64.

(c) Ship misclassified as airplane with ε = 1.34. (d) Airplane misclassified as deer with ε = 1.04.

(e) Frog misclassified as deer with ε = 1.34. (f) Truck misclassified as ship with ε = 4.74.

Figure 5.9: Selection of adversarial examples for CIFAR-NIN
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(a) LeNet-5 (b) CIFAR-NIN

Figure 5.10: Heatmap of adversarial perturbations on the different CNNs

Network Min Max Mean Median Std

LeNet-5 0.00065 94.17 26.72 25.34 13.27481
CIFAR-NIN 0.00121 99.88000 5.78300 3.09300 9.184525

Table 5.2: Statistics of ε values for the different CNNs

(a) LeNet-5 (b) CIFAR-NIN

Figure 5.11: Boxplots of ε values for the different CNNs
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estimate for the norms of adversarial perturbations. These estimates may not hold for all (or even most)
input samples. Furthermore, the smallest perturbations we were able to generate on the two data sets
have norms that are much closer to the theoretical bound than their averages (0.0182 for MNIST and 0.0671
for CIFAR-10). This indicates that the theoretical bound is not necessarily very loose, but rather that very
small adversarial perturbations occur with non-zero probability on natural samples. Note also that the
FGS method does not necessarily generate minimal perturbations even with the smallest choice of ε: the
method depends on the linearity hypothesis and uses a first-order Taylor approximation of the loss func-
tion. Higher-order methods may find much smaller perturbations by exploiting non-linearities in the net-
work, but these are generally much less efficient than FGS.

There is a striking difference in magnitude between MNIST and CIFAR-10 of both the empirical and
theoretical perturbations: on average, the perturbations on MNIST are much larger than the ones found for
CIFAR-10. This result can be explained by the linearity hypothesis of Goodfellow et al. 2015. The input
samples of CIFAR-10 are much larger in dimensionality than MNIST samples, so the linearity hypothesis
correctly predicts that networks trained on CIFAR-10 are more susceptible to adversarial perturbations due
to the highly linear behavior these classifiers are conjectured to exhibit. However, these differences may also
be related to the fact that LeNet-5 achieves much higher accuracy on the MNIST data set than CIFAR-NIN
does on CIFAR-10 (over 99% for MNIST compared to about 80% for CIFAR-10).

5.4 Improving the robustness of CNNs

Based on the above results, several architectural recommendations can be formulated which may increase
the robustness of neural networks to adversarial perturbations. First, for convolutional layers, it is re-
commended to keep the dimensionality and absolute values of the components of the kernels as small as
possible. This way, the Frobenius norm of the kernels will decrease, and the lower bound on the robustness
might increase. For pooling layers, it helps to have a high stride along with small receptive fields. In the
case of Lp pooling, p should be as large as possible. Furthermore, the insertion of Batch Normalization
and Local Response Normalization layers may also play a role in increasing the robustness. If the CNN has
fully-connected layers at the end, it helps to have the components of its Jacobian matrix be small in absolute
value. This may be achieved efficiently using, for example, the layer-wise contractive penalty of Gu et al.
2014.

As a concrete illustration of these suggestions, consider the LeNet-5 network. When trained on MNIST,
its input has a dimensionality of 28× 28. The network then performs the following transformations:

1. C1: a convolution with a kernel size of 5× 5, stride of 1 and 20 feature maps;

2. S2: a MAX pooling layer with receptive field size of 2× 2 and stride of 2;

3. C3: a convolution with a kernel size of 5× 5, stride of 1 and 50 feature maps;

4. S4: a MAX pooling layer with receptive field size of 2× 2 and stride of 2;

5. C5: a fully-connected layer with 500 outputs and ReLU activation;

6. F6: a fully-connected layer with 10 outputs;

7. OUTPUT: a softmax layer.

Note that layers C5, F6 and OUTPUT together form an MLP classifier. The robustness of LeNet-5 is thus
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given by κ1, where

κ6 = min
c′ 6=c
|(vc′ − vc) · x+ bc′ − bc|

‖vc′ − vc‖
, κ5 =

√
‖J(x)‖2 + 2M

√
500κ6 − ‖J(x)‖

M
√

500
,

κ4 =
κ5

t2
, κ3 =

κ4

‖W2‖F
,

κ2 =
κ3

t1
, κ1 =

κ2

‖W1‖F
.

Suppose now that the components of W1 and W2 are scaled by a factor of α1 and α2 respectively, where
0 < α1, α2 < 1. Then we have

κ′3 =
κ4

α2 ‖W2‖F
, κ′2 =

κ′3
t1
, κ′1 =

κ′2
α1 ‖W1‖F

.

Assuming the other layers remain unaffected by this change, we may write

κ1 =
κ4

t1 ‖W1‖F ‖W2‖F
,

κ′1 =
κ4

t1α1 ‖W1‖F α2 ‖W2‖F
.

Here, κ′1 gives a robustness bound on the modified network. The ratio of κ′1 to κ1 is

κ′1
κ1

=
1

α1α2
.

Hence, we find that the robustness of the network can be increased arbitrarily by scaling the components
of the kernel tensors: as the scaling factors tend to zero, the robustness tends to infinity. This is not sur-
prising: if the scaling factors are set to zero, then the convolutional layers output constant zero tensors.
This causes the input to no longer have any effect whatsoever on the output and the network to have an
infinite robustness. Of course, one cannot arbitrarily scale the components of the convolutional kernels
without affecting accuracy, so while this analysis does show that robustness increases as the components of
the kernels become smaller, it does not tell us anything about the effect on accuracy. Most likely, this effect
will be negative, but if the network has a high number of layers, we may still be able to achieve significant
increases in robustness without sacrificing too much accuracy. Suppose we have a network with n convo-
lutional layers whose kernels are W1, . . . ,Wn. If we scale each kernel Wi with a factor 0 < αi < 1 while
leaving all other layers alone, then by the above analysis we expect a relative increase in robustness of

1

α1 . . . αn
.

It is reasonable to assume that the factors αi must be close to 1 if we are to preserve accuracy. Assume for
simplicity that we can collectively scale the different kernels by at most 1 − ε for some small ε, then we
can achieve an increase of at most (1 − ε)−n while maintaining an acceptable accuracy. Figure 5.12 plots
this curve as a function of n assuming ε = 0.1. We can see that the addition of extra convolutional kernels
makes it easier to increase the robustness using this technique: scaling four kernels gives a relative increase
of about 1.5; for seven kernels, we get a factor of 2.

These effects bear some similarity to the linearity hypothesis of Goodfellow et al. 2015. According
to this hypothesis, CNNs learn highly linear mappings and so adversarial examples exist because small
perturbations in the input “snowball” into large perturbations of the output. On the other hand, the above
results suggest that small increases in the robustness of many different layers can snowball into a large
increase in the robustness of the network as a whole. As modern neural networks tend to become ever
deeper, such a result inspires a degree of optimism regarding the problem of adversarial perturbations: the
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Figure 5.12: The relative increase in theoretical robustness of a CNN as a function of the number of convo-
lutional kernels, where one scales each of the kernel tensors by a factor of 0.9.

more layers a network has, the greater the effect will be of small increases in robustness in the different
layers. As an example, consider again the LeNet-5 network and suppose we succeed in increasing the
robustness of layer i by a quantity δ. For simplicity, we assume this increase is the same in each layer.
Restricting our attention to the convolutional and pooling layers, we find

κ′4 =
κ5

t2
+ δ, κ′3 =

κ′4
‖W2‖F

+ δ,

κ′2 =
κ′3
t1

+ δ, κ′1 =
κ′2

‖W1‖F
+ δ.

This yields

κ′1 =
1

‖W1‖F

(
1

t1

(
1

‖W2‖F

(
κ5

t2
+ δ

)
+ δ

)
+ δ

)
+ δ

=
κ5

t1t2 ‖W1‖F ‖W2‖F
+ δ

(
1

t1 ‖W1‖F ‖W2‖F
+

1

t1 ‖W1‖F
+

1

‖W1‖F
+ 1

)

= κ1 + δ

(
κ1

κ4
+
κ1

κ3
+
κ1

κ2
+ 1

)

= κ1

(
1 + δ

(
1

κ4
+

1

κ3
+

1

κ2
+

1

κ1

))
.

The relative increase in robustness is thus given by

κ′1
κ1

= 1 + δ

(
1

κ4
+

1

κ3
+

1

κ2
+

1

κ1

)
.

More generally, if we consider a network consisting solely of convolutional and pooling layers, we find

κ′1
κ1

= 1 + δ

L∑

l=1

1

κl
. (5.13)
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Figure 5.13: The relative increase in theoretical robustness of a CNN as a function of the number of layers,
where one increases the robustness of each individual layer by δ = 0.1 and the output layer has a robustness
of 2. It is assumed that κl = 0.01κl+1 for all l < L.

If we assume κi = ακi+1 for all i < L and α 6= 1, then κi = αL−iκL and

κ′1
κ1

= 1 +
δ

κL

L∑

l=1

1

αL−l
= 1 +

δ

κL

L−1∑

l=0

1

αl
= 1 +

δ(1− α−L)

κL(1− α−1)
.

This relationship is linear in δ but exponential in L. Figure 5.13 shows a plot of the relative increase in
theoretical robustness as a function of the number of layers for α = 0.01, δ = 0.1 and κL = 2. Note that
for this exponential relationship to hold, it is necessary that 0 < α < 1, i.e. that the robustness of layer l
is smaller than the robustness of layer l + 1. Otherwise, the relative increase in robustness saturates at a
certain point, meaning that the addition of extra layers will have a negligible effect on the robustness of the
network. The relative increase at this saturation point is given by

lim
L→∞

1 +
δ(1− α−L)

κL(1− α−1)
= 1 +

δ

κL(1− α−1)
.

We conclude that it is possible to significantly increase the robustness of a neural network by only
slightly increasing the robustness of its individual layers. Moreover, this effect grows exponentially in the
number of layers. Thus, although the linearity hypothesis indicates that deeper networks are more vulner-
able to adversarial perturbations, our analysis suggests that it is actually easier to increase the robustness
of a deep network than the robustness of a shallow one.

5.4.1 Experimental results

In this section, we explore the effect of adding Local Response Normalization layers on the robustness of
LeNet-5. Specifically, we create three variants of the original LeNet-5:

• LeNet-LRN1. This is LeNet-5 with a single LRN layer after the first pooling operation.

• LeNet-LRN2. This is LeNet-5 with a single LRN layer after the second pooling operation.

• LeNet-LRN3. This is LeNet-5 with two LRN layers, one after each pooling operation.
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Network Accuracy Min Max Mean Median Std Rate

LeNet-LRN1 98.76% 0.00756 99.71930 25.31045 21.88714 17.30748 98.36%
LeNet-LRN2 98.48% 0.00011 99.87615 24.92861 19.62794 20.60854 95.52%
LeNet-LRN3 98.94% 0.00869 99.95050 25.76302 20.96658 18.83517 96.94%

Table 5.3: Summary of ε values for the LeNet-LRN networks

All of these networks were trained for 10, 000 iterations using the Adam optimization algorithm (Kingma
et al. 2014). The results are summarized in Table 5.3. From these results, we can conclude that the intro-
duction of LRN layers into the network can indeed lower the adversarial error rate as well as increase
the robustness of the network. However, the precise location of the LRN layers plays an important role.
Specifically, the results seem to indicate that LRN layers placed farther towards the end of the network
have a diminished effect on robustness and may even cause the robustness to decrease. LeNet-LRN1 and
LeNet-LRN3 have a significantly larger minimal perturbation, though, and all networks have a lower ad-
versarial error rate than the original LeNet-5. The accuracy also does not seem to have suffered much from
these modifications, suggesting that normalization layers (LRN, BN or otherwise) are a viable technique for
increasing robustness without sacrificing accuracy.
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Chapter 6

Conclusion

In this thesis, we have attempted to characterize the precise nature and cause of adversarial perturbations.
This was done by deriving lower bounds on the magnitude of the minimal perturbations necessary to
change the classification of a given classifier. Whereas other related works such as Fawzi et al. 2016 do
this by considering general classifiers f : Rd → {1, . . . , C}, here we have focused our attention on specific
families of classifiers and attempted to relate their robustness directly to their model parameters and hy-
perparameters. We studied linear classifiers, Multi-Layer Perceptrons (MLPs) and Convolutional Neural
Networks (CNNs). Due to the broad range of architectures used in modern CNNs, the analysis for these
networks was performed in a modular manner: we considered each layer in isolation and derived lower
bounds on the robustness of a layer given only the robustness of the next layer. We empirically verified the
theoretical bounds on every family of classifiers and found no violations. The results of our analysis seem
to suggest that it is possible to significantly increase the robustness of a neural network by slight increments
in the robustness of its individual layers, and this effect grows exponentially with the number of layers.

The proposed bounds can be computed efficiently, requiring an amount of operations that grows lin-
early with the number of model parameters and hyperparameters. This makes them useful for several
applications, such as

• Model selection. When one is confronted with several different models performing the same clas-
sification task, choosing the “right” model is non-trivial. With the proposed theoretical robustness
bounds, one can efficiently characterize and compare the robustness of the different models to ad-
versarial perturbations without having to solve expensive optimization problems.

• Techniques for improving robustness. The theoretical analysis presented in this work may lead to
new ways of increasing classifier robustness to adversarial perturbations without sacrificing too much
accuracy. We already suspect that a form of normalization performed at regular intervals within the
model may increase robustness, and we verified this claim in the particular case of Local Response
Normalization.

6.1 Future work

The theoretical analysis in this work was limited to linear classifiers, Multi-Layer Perceptrons with softmax
output layers and Convolutional Neural Networks consisting of convolutional layers, pooling layers, Batch
Normalization layers and Local Response Normalization layers. The most obvious avenue for future work
is to extend this analysis to other types of layers as well as other architectures, such as the Long Short-Term
Memory (Hochreiter et al. 1997).

Another avenue is to fine-tune the bounds so that they deviate less from the actual perturbations found
by methods such as FGS, since the bounds proposed here do not appear to be very tight. However, due
to the FGS method being only an approximation based on the linearity hypothesis, it is unclear whether
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the theoretical bounds deviate from actual perturbations because they are loose or because the FGS method
does not find minimal perturbations. Exploring this question further would be interesting, e.g. by compar-
ing the theoretical bounds to perturbations found by more general methods such as L-BFGS.

There are also no error estimates given for the proposed theoretical bounds. Quantifying how much
the bounds can deviate from the actual perturbations could improve the estimates and make the bounds
tighter. Providing estimates for the expected deviation and the variance of the deviation of the theoretical
bounds with respect to the actual bounds would certainly be an improvement.

It is reasonable to expect that there exists a trade-off between classifier accuracy and robustness. For
example, if a classifier for MNIST always classifies everything as 0, then that classifier will have an accuracy
of about 10% yet its robustness will be infinite. Formally characterizing the relationship between accuracy
and robustness is a question we definitely want to explore further. We expect that the robustness of a
classifier can be increased without loss of accuracy (or even with an increase in accuracy) up to a point
where the robustness equals that of the oracle f?; increasing the robustness beyond this point should cause
the accuracy to decrease as the classifier becomes too insensitive to changes.

Finally, we think it would also be worthwhile to study the trade-off between neural network depth and
breadth. It is strongly suspected that deeper networks can be exponentially more efficient than shallow
ones (Bengio et al. 2007), but the precise effect of increasing depth vs. increasing breadth on the robustness
has not been studied yet to our knowledge. Based on the hypotheses surrounding the cause of adversarial
perturbations, however, it is reasonable to expect that shallow networks will in fact be more robust than
deeper ones unless specific countermeasures are taken.
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Appendix A

Auxiliary results

A.1 Multi-Layer Perceptrons

Theorem A.1 (Taylor’s theorem for multivariate vector-valued functions (Spivak 1994)). Let f : Rn → Rm
be a function defined by

f(x) = [f1(x), . . . , fm(x)]T ,

where each fi is twice differentiable on Rn. Suppose also that there exists an M ≥ 0 such that each fi satisfies
|∂αfi(x)| ≤M for all x and |α| = 2. Then

f(x+ r) = f(x) + Jf (x)r + ε,

where

‖ε‖ ≤ M

2

√
m ‖r‖2 .

A.2 Convolutional Neural Networks

Lemma A.2.

1. Let a, b ∈ R, then

ReLU(a+ b) ≤ ReLU(a) + ReLU(b).

2. Let W,X,R be tensors and s ∈ N, then

W ?s (X + R) = W ?s X + W ?s R.

3. Let X be any real-valued tensor, then
∥∥X
∥∥ = ‖X‖F .

4. Let X be any real-valued tensor, then

‖ReLU(X)‖F ≤ ‖X‖F .
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Proof.

1. We distinguish four cases:

• a, b > 0:

ReLU(a+ b) = a+ b = ReLU(a) + ReLU(b).

• a > 0 and b ≤ 0:

ReLU(a+ b) ≤ a+ b ≤ a = ReLU(a) + ReLU(b).

• a ≤ 0 and b > 0:

ReLU(a+ b) ≤ a+ b ≤ b = ReLU(a) + ReLU(b).

• a, b < 0:

ReLU(a+ b) = 0 = ReLU(a) + ReLU(b).

2. Suppose W ∈ Rn1×···×nd and X,R ∈ Rm1×...md , then

(W ?s (X + R))i1...id =
∑

j1,...,jd

wj1...jd(xi1+s(j1−1),...,id+s(jd−1) + ri1+s(j1−1),...,id+s(jd−1))

=
∑

j1,...,jd

wj1...jdxi1+s(j1−1),...,id+s(jd−1) +
∑

j1,...,jd

wj1...jdri1+s(j1−1),...,id+s(jd−1)

= (W ?s X)i1...id + (W ?s R)i1...id .

3. This is obvious.

4. Let X ∈ Rn1×···×nd . We compute:

‖ReLU(X)‖2F =
∑

i1,...,id

max{0, xi1...id}2 ≤
∑

i1,...,id

x2
i1...id

= ‖X‖2F .

Lemma A.3. Let ai, bi be non-negative real numbers for i = 1, . . . , n. Then

∑

i

aibi ≤
(∑

i

ai

)(∑

i

bi

)
.

Proof. This is easy to see by direct computation:

(∑

i

ai

)(∑

i

bi

)
=
∑

i

ai


∑

j

bj


 .

Since all terms are non-negative, we have

bi ≤
∑

j

bj

for all i. Hence the result follows.
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Lemma A.4. Let W and R be as above, then

‖W ? R‖F ≤ ‖W‖F ‖R‖F .

Proof. We compute:

‖W ? R‖2F =
∑

i

‖Wi ? R‖2F =
∑

i,j,k

(Wi ? R)2
jk

=
∑

i,j,k,l,m,n

w2
ilmnr

2
l,m+s(j−1),n+s(k−1).

Using Lemma A.3:
∑

w2
ilmnr

2
l,m+s(j−1),n+s(k−1) ≤

(∑
w2
ilmn

)(∑
r2
l,m+s(j−1),n+s(k−1)

)

≤
(∑

w2
ilmn

)(∑
r2
lmn

)

= ‖W‖2F ‖R‖
2
F .

We can thus conclude

‖W ? R‖F ≤ ‖W‖F ‖R‖F .

Lemma A.5. MAX-pooling satisfies Assumption 5.2.

Proof. We compute:

zijk(X + R) = max{xinm + rinm | (n,m) ∈ I(j, k)}
≤ max{xinm | (n,m) ∈ I(j, k)}+ max{rinm | (n,m) ∈ I(j, k)}
= zijk(X) + zijk(R).

Lemma A.6. Lp pooling satisfies Assumption 5.2.

Proof. Define vijk(X) to be the vector whose Lp norm is taken in the computation of zijk(X). We find

zijk(X + R) = ‖vijk(X + R)‖p = ‖vijk(X) + vijk(R)‖p
≤ ‖vijk(X)‖p + ‖vijk(R)‖p = zijk(X) + zijk(R).

Lemma A.7. Average pooling satisfies Assumption 5.2.

Proof. We have

zijk(X + R) =
1

q2

∑

(n,m)∈I
(xinm + rinm)

=
1

q2

∑

(n,m)∈I
xinm +

1

q2

∑

(n,m)∈I
rinm

= zijk(X) + zijk(R).
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